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(54) Information processing apparatus and method, information management apparatus and 
method and information providing medium 



(57) Disclosed is an information processing appara- 
tus managed by a management apparatus to decrypt 
encrypted information to use resultant decrypted infor- 
mation, comprising: first sending means for sending a 
usage start signal to the management apparatus after 
predetermined registration application information 
including an ID of the apparatus is supplied to the man- 
agement apparatus; second sending means for sending 
the ID to the management apparatus corresponding to 
the usage start signal; first storage means for receiving 
and storing the usage start signal, a predetermined key, 
corresponding to the ID, usable for decrypting the 
encrypted information only for a first period of time, and 



first upper limit information indicative of a predeter- 
mined upper limit amount of first charges; second stor- 
age means for receiving and storing a predetermined 
key, corresponding to the registration application infor- 
mation, usable for decrypting the encrypted information 
only for a second period of time, second upper limit 
information indicative of a predetermined upper limit 
amount of second charges, and a predetermined settle- 
ment ID; third storage means for receiving and storing a 
predetermined registration condition; and control 
means for controlling an operation of the apparatus on 
the basis of the registration condition. 
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Description 

[0001 ] The present invention relates generally to an 
information processing apparatus and an information 
processing method, an information management appa- 
ratus and an information managing method, and an 
information providing medium and, more particularly, to 
an information processing apparatus, an information 
processing method, and an information providing 
medium that decrypt encrypted information. 
[0002] Systems are known in which information 
such as music is encrypted and the encrypted informa- 
tion is sent to an information processing apparatus of a 
user with whom a predetermined contract has been 
concluded, and the received information is decrypted in 
that information processing apparatus for use. Such 
information is hereafter referred to as content. 
[0003] However, for a user to actually receive and 
use content by means of an information processing 
apparatus and, the user and the information processing 
apparatus must be registered in any of the above-men- 
tioned system. So, the user makes an application for the 
registration into the system by following a predeter- 
mined registration procedure. When the application has 
been completed, a managing company for example for 
managing the system executes predetermined registra- 
tion processing such as credit granting. Generally, it 
takes several days or weeks after the application of the 
registration for the user and the information processing 
apparatus to be registered in the system after comple- 
tion of the registration processing. During this period, 
the user cannot use the content that is provided by this 
system. 

[0004] In addition, if a user has two or more infor- 
mation processing apparatuses, the user must submit 
the information about each information processing 
apparatus separately for the application at much 
expense in time and effort 

[0005] It is therefore an object of at least preferred 
embodiments of the present invention to provide an 
information processing apparatus and an information 
processing method, an information management appa- 
ratus and an information managing method, and an 
information providing medium that perform significantly 
quickly and efficiently the processing of registering 
users and their information processing apparatuses into 
content-providing systems. 

[0006] In carrying out the invention and according 
to one aspect thereof, there is provided an information 
processing apparatus managed by a management 
apparatus to decrypt encrypted information to use 
resultant decrypted information, comprising: first send- 
ing means for sending a usage start signal indicative of 
start of use of the encrypted information to the manage- 
ment apparatus after predetermined registration appli- 
cation information including an identification of the 
information processing apparatus is supplied to the 
management apparatus; second sending means for 



sending the identification to the management apparatus 
in correspondence with the usage start signal sent by 
the first sending means; first storage means for receiv- 
ing and storing the usage start signal supplied from the 
5 management apparatus through the first sending 
means, a predetermined key usable for decrypting the 
encrypted information only for a first period of time, the 
predetermined key corresponding to the identification 
supplied from the second sending means, and first 
w upper limit information indicative of a predetermined 
upper limit amount of first charges; second storage 
means for receiving and storing a predetermined key 
usable for decrypting the encrypted information only for 
a second period of time, the predetermined key corre- 
is sponding to the registration application information sup- 
pGed from the management apparatus, second upper 
limit information indicative of a predetermined upper 
limit amount of second charges, and a predetermined 
settlement identification; third storage means for receiv- 
20 ing and storing a predetermined registration condition 
supplied from the management apparatus; and control 
means for controlling an operation of the information 
processing apparatus on the basis of the registration 
condition stored in the third storage means. 
25 [0007] In carrying out the invention and according 
to another aspect thereof, there is provided an informa- 
tion processing method for an information processing 
apparatus managed by a management apparatus to 
decrypt encrypted information to use resultant 
30 decrypted information, the method comprising: a first 
sending step of sending a usage start signal indicative 
of start of use of the encrypted information to the man- 
agement apparatus after predetermined registration 
application information including an identification of the 
35 information processing apparatus is supplied to the 
management apparatus; a second sending step of 
sending the identification to the management apparatus 
in correspondence with the usage start signal sent in 
the first sending step; a first storage step of receiving 
40 and storing the usage start signal supplied from the 
management apparatus in the first sending step, a pre- 
determined key usable for decrypting the encrypted 
information only for a first period of time, the predeter- 
mined key corresponding to the identification supplied 
45 in the second sending step, and first upper limit informa- 
tion indicative of a predetermined upper limit amount of 
first charges; a second storage step of receiving and 
storing a predetermined key usable for decrypting the 
encrypted information only for a second period of time, 
so the predetermined key corresponding to the registration 
application information supplied from the management 
apparatus, second upper limit information indicative of a 
predetermined upper limit amount of second charges, 
and a predetermined settlement identification; a third 
55 storage step of receiving and storing a predetermined 
registration condition supplied from the management 
apparatus; and a control step of controlling an operation 
of the information processing apparatus on the basis of 
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the registration condition stored in the third storage 
step. 

[0008] In carrying out the invention and according 
to still another aspect thereof, there is provided an infor- 
mation providing medium for providing a computer pro- 
gram for making an information processing apparatus 
managed by a management apparatus to decrypt 
encrypted information to use resultant decrypted infor- 
mation execute processing, the processing comprising: 
a first sending step of sending a usage start signal indic- 
ative of start of use of the encrypted information to the 
management apparatus after predetermined registra- 
tion application information including an identification of 
the information processing apparatus is supplied to the 
management apparatus; a second sending step of 
sending the identification to the management apparatus 
in correspondence with the usage start signal sent in 
the first sending step; a first storage step of receiving 
and storing the usage start signal supplied from the 
management apparatus in the first sending step, a pre- 
determined key usable for decrypting the encrypted 
information only for a first period of time, the predeter- 
mined key corresponding to the identification supplied 
in the second sending step, and first upper limit informa- 
tion indicative of a predetermined upper limit amount of 
first charges; a second storage step of receiving and 
storing a predetermined key usable for decrypting the 
encrypted information only for a second period of time, 
the predetermined key corresponding to the registration 
application information supplied from the management 
apparatus, second upper limit information indicative of a 
predetermined upper limit amount of second charges, 
and a predetermined settlement identification; a third 
storage step of receiving and storing a predetermined 
registration condition supplied from the management 
apparatus; and a control step of controlling an operation 
of the information processing apparatus on the basis of 
the registration condition stored in the thjrd storage 
step. 

[0009] In the above-mentioned information 
processing apparatus, information processing method, 
and information providing medium, after predetermined 
registration application information including the identifi- 
cation of the information processing apparatus is pro- 
vided to a management apparatus, the information 
processing apparatus sends a set of a usage start sig- 
nal indicative of start of use of information and the iden- 
tification of the information processing apparatus to the 
management apparatus. The information processing 
apparatus receives, from the management apparatus, 
and stores a predetermined key usable only for a first 
period of time for decrypting encrypted information cor- 
responding to the usage start signal and the identifica- 
tion, and a first upper limit information indicative of a 
predetermined upper limit amount of first charges. The 
information processing apparatus receives, from the 
management apparatus, and stores a key usable only 
for a second period of time for decrypting encrypted 



information corresponding to the registration application 
information, second upper limit information indicative of 
a predetermined upper limit amount of second charges, 
and a predetermined settlement identification. The 

5 information processing apparatus receives, from the 
management apparatus, a predetermined registration 
condition and stores it The operation of the information 
processing apparatus is managed on the basis of the 
stored registration condition. 

10 [0010] In carrying out the invention and according 
to yet another aspect thereof, there is provided a man- 
agement apparatus for managing a predetermined 
apparatus that decrypts encrypted information to use 
resultant decrypted information, the management appa- 

is ratus comprising: first execution means for executing 
first registration confirmation processing on the basis of 
predetermined user general information supplied in cor- 
respondence with an identification of the predetermined 
apparatus; first receiving means for receiving a prede- 

20 termined usage start signal supplied from the predeter- 
mined apparatus; second receiving means for receiving 
the identification of the predetermined apparatus sup- 
plied therefrom in correspondence with the usage start 
signal received by the first receiving means; first send- 

25 ing means for sending a predetermined key usable only 
for a first period of time for decrypting the encrypted 
information, and first upper limit information indicative of 
an upper limit amount of first charges to the predeter- 
mined apparatus after the first receiving means 

30 receives the usage start signal and the second receiv- 
ing means receives the identification of the predeter- 
mined apparatus; first assignment means for assigning 
a predetermined settlement identification according to a 
result of the first registration confirmation processing 

35 executed by the first execution means; registration 
means for registering, in correspondence to the result of 
the first registration confirmation processing executed 
by the first execution means, the settlement identifica- 
tion assigned by the first assignment means in corre- 

40 spondence with the identification of the predetermined 
apparatus received by the second receiving means; 
second sending means for sending the registered set- 
tlement identification registered by the registration 
means, a predetermined key usable only for a second 

45 period of time for decrypting the encrypted information, 
and second upper limit information indicative of a prede- 
termined upper limit amount of second charges to the 
predetermined apparatus; and third sending means for 
generating and sending a registration condition of the 

so predetermined apparatus on the basis of a result of the 
first registration confirmation processing executed by 
the first execution means. 

[0011] In carrying out the invention and according 
to a different aspect thereof, there is provided a manag- 
55 ing method for a management apparatus for managing 
a predetermined apparatus that decrypts encrypted 
information to use resultant decrypted information, the 
managing method comprising: a first execution step of 
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executing first registration confirmation processing on 
the basis of predetermined user general information 
supplied in correspondence with an identification of the 
predetermined apparatus; a first receiving step of 
receiving a predetermined usage start signal supplied 5 
from the predetermined apparatus; a second receiving 
step of receiving the identification of the predetermined 
apparatus supplied therefrom in correspondence with 
the usage start signal received in the first receiving 
step; a first sending step of sending a predetermined 1{ 
key usable only for a first period of time for decrypting 
the encrypted information, and first upper limit informa- 
tion indicative of an upper limit amount of first charges 
to the predetermined apparatus after in the first receiv- 
ing step the usage start signal is received, and in the u 
second receiving step the identification of the predeter- 
mined apparatus is received; a first assignment step of 
assigning a predetermined settlement identification 
according to a result of the first registration confirmation 
processing executed in the first execution step; a regis- 2c 
tration step of registering, in correspondence to the 
result of the first registration confirmation processing 
executed in the first execution step, the settlement iden- 
tification assigned in the first assignment step in corre- 
spondence with the identification of the predetermined 25 
apparatus received in the second receiving step; a sec- 
ond sending step of sending the registered settlement 
identification registered in the registration step, a prede- 
termined key usable only for a second period of time for 
decrypting the encrypted information, and second 30 
upper limit information indicative of a predetermined 
upper limit amount of second charges to the predeter- 
mined apparatus; and a third sending step of generating 
and sending a registration condition of the predeter- 
mined apparatus on the basis of a result of the first reg- 35 
istration confirmation processing executed in the first 
execution step. 

[0012] In carrying out the invention and according 
to a still different aspect thereof, there is provided an 
information providing medium for providing a computer 40 
program for making a management apparatus for man- 
aging a predetermined apparatus for decrypting 
encrypted information and using resultant decrypted 
information execute processing, the processing com- 
prising: a first execution step of executing first registra- 45 
tion confirmation processing on the basis of 
predetermined user general information supplied in cor- 
respondence with an identification of the predetermined 
apparatus; a first receiving step of receiving a predeter- 
mined usage start signal supplied from the predeter- so 
mined apparatus; a second receiving step of receiving 
the identification of the predetermined apparatus sup- 
plied therefrom in correspondence with the usage start 
signal received in the first receiving step; a first sending 
step of sending a predetermined key usable only for a ss 
first period of time for decrypting the encrypted informa- 
tion, and first upper limit information indicative of an 
upper limit amount of first charges to the predetermined 



apparatus after in the first receiving step the usage start 
signal is received, and in the second receiving step the 
identification of the predetermined apparatus is 
received; a first assignment step of assigning a prede- 
termined settlement identification according to a result 
of the first registration conf irmation processing executed 
in the first execution step; a registration step of register- 
ing, in correspondence to the result of the first registra- 
tion confirmation processing executed in the first 
execution step, the settlement identification assigned in 
the first assignment step in correspondence with the 
identification of the predetermined apparatus received 
in the second receiving step; a second sending step of 
sending the registered settlement identification regis- 
tered in the registration step, a predetermined key usa- 
ble only for a second period of time for decrypting the 
encrypted information, and second upper limit informa- 
tion indicative of a predetermined upper limit amount of 
second charges to the predetermined apparatus; and a 
third sending step of generating and sending a registra- 
tion condition of the predetermined apparatus on the 
basis of a result of the first registration confirmation 
processing executed in the first execution step. 
[0013] In the above-mentioned management appa- 
ratus, managing method, and information providing 
medium, the management apparatus, receiving prede- 
termined user general information from a predeter- 
mined apparatus under the management of the 
management apparatus in correspondence with the 
identification of the predetermined apparatus, the man- 
agement apparatus executes first registration confirma- 
tion processing on the basis of the received user 
general information. The management apparatus 
receives, from the predetermined apparatus, a prede- 
termined usage start signal and the identification of the 
predetermined apparatus in response to the received 
usage start signal. When the management apparatus 
has received the usage start signal and the identifica- 
tion of the predetermined apparatus, the management 
apparatus sends, to the predetermined apparatus, a key 
usable only for a first period of time for decrypting 
encrypted information and first upper limit information 
indicative of a predetermined upper limit amount of first 
charges. The management apparatus assigns a prede- 
termined settlement identification according to a result 
of the first registration confirmation processing. The 
management apparatus registers the assigned settle- 
ment identification in correspondence to the received 
identification of the predetermined apparatus according 
to the result of the first registration confirmation 
processing. The management apparatus sends, to the 
predetermined apparatus, the registered settlement 
identification, a key usable for only a second period of 
time for decrypting encrypted information, and second 
upper limit information indicative of a predetermined 
upper limit amount of second charges. On the basis of 
the result of the first registration confirmation process- 
ing, the management apparatus generates a registra- 
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tion condition for the predetermined apparatus and 
sends the generated registration condition to the prede- 
termined apparatus. 

[0014] Embodiments of the invention will now be 
described, by way of example only, with reference to the 
accompanying drawings in which: 

FIG. 1 is a schematic diagram illustrating an EMD 
(Electronic Music Distribution) system; 
FIG. 2 is a schematic diagram illustrating a main 
information flow in the above-mentioned EMD sys- 
tem; 

FIG. 3 is a block diagram illustrating a functional 
configuration of an EMD service center 1 ; 
FIG. 4 is a diagram illustrating the transmission of 
delivery key Kd of the EMD service center 1 ; 
FIG. 5 is a further diagram illustrating the transmis- 
sion of delivery key Kd of the EMD service center 1 ; 
FIG. 6 is another diagram illustrating the transmis- 
sion of delivery key Kd of the EMD service center 1 ; 
FIG. 7 is still another diagram illustrating the trans- 
mission of delivery key Kd of the EMD service 
center 1 ; 

« FIG. 8 illustrates provisional delivery key Kd of the 
EMD service center 1 ; 

FIG. 9 illustrates system an example of system reg- 
istration i nformation ; 

FIG. 10 illustrates usage point information; 

FIG. 1 1 is a block diagram illustrating a functional 

configuration of a content provider 2; 

FIGS. 12A and 12B illustrate examples of UCP 

(Usage Control Policy); 

FIGS. 13A and 13B illustrate content management 
shifts; 

FIGS. 14A and 14B illustrate examples of first-gen- 
eration duplication; 

FIGS. 15A and 15B illustrate examples of service 
code and conditional code values; 
FIGS. 16A and 1 6B illustrate examples of code val- 
ues set as UCP usage conditions; 
FIG. 1 7 illustrates an example of a content provider 
secure container; 

FIG. 18 illustrates an example of a certificate of the 
content provider 2; 

FIG. 19 is a block diagram illustrating a functional 

configuration of a service provider 3; 

FIGS. 20A and 20B illustrate examples of PT (Price 

Tag); 

FIGS. 21 A and 21 B illustrate examples of code val- 
ues set as PT price conditions; 
FIGS. 22A and 22B illustrate examples of other 
PTs; 

FIGS. 23A and 23B illustrate examples of code val- 
ues set as other PT price conditions; 
FIG. 24 illustrates an example of a service provider 
secure container; 

FIG. 25 illustrates an example of a certificate of the 
service provider 3; 



FIG. 26 is a block diagram illustrating a functional 
configuration of a receiver 51 of a user home net- 
work 5; 

FIG. 27 illustrates an example of a certificate of a 
s SAM (Secure Application Module) 62 of the 
receiver 51 ; 

FIG. 28 illustrates an example of UCS (Usage Con- 
trol Status); 

FIG. 29 illustrates the inside of a usage information 
10 storage block 63 A of an external storage block 63 of 
the receiver 51 ; 

FIG. 30 illustrates an example of information on 
charges; 

FIG. 31 illustrates information stored in a storage 

75 module 73 of the receiver 51 ; 

FIG. 32 illustrates reference information 51 ; 
FIG. 33 illustrates an example of usage point infor- 
mation of the reference information 51 ; 
FIG. 34 illustrates an example of a registration list; 

20 FIG. 35 is a block diagram illustrating a functional 
configuration of a receiver 201 of the user home 
network 5; 

FIG. 36 illustrates an example of information stored 
in a storage module 223 of the receiver 201 ; 
25 FIG. 37 illustrates an example of reference informa- 
tion 201 ; 

FIG. 38 is a flowchart describing content usage 
processing; 

FIG. 39 is a flowchart describing processing for 

30 transmitting by the EMD service center 1 of content 
key Kd to the content provider 2; 
FIG. 40 is a flowchart describing a cross-authenti- 
cation operation between the content provider 2 
and the EMD service center 1 ; 

35 FIG. 41 is a flowchart describing another cross- 
authentication operation between the content pro- 
vider 2 and the EMD service center 1 ; 
FIG. 42 is a flowchart describing still another cross- 
authentication operation between the content pro- 

40 vider 2 and the EMD service center 1 ; 

FIG. 43 is a flowchart describing the transmission 
by the content provider 2 of a content provider 
secure container to the service provider 3; 
FIG. 44 is a flowchart describing the transmission 

45 by the service provider 3 of a service provider 
secure container to the receiver 51 ; 
FIG. 45 is a flowchart describing the reception by 
the receiver 51 of the service provider secure con- 
tainer; 

so FIG. 46 is a flowchart describing the processing by 
the receiver 51 for content reproduction; 
FIG. 47 is a flowchart describing settlement 
processing; 

FIG. 48 is a flowchart describing the processing for 
55 registering the receiver 201 with user A as a settle- 
ment user; 

FIG. 49 illustrates an example of a registration form; 
FIG. 50 illustrates another example of information 
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stored in the storage module 223 of the receiver 
201; 

FIG. 51 illustrates another example of the reference 
information 201 ; 

FIG. 52 illustrates still another example of informa- 
tion stored in the storage module 223 of the 
receiver 201; 

FIG. 53 illustrates still another example of the refer- 
ence information 201 ; 

FIG. 54 is another flowchart describing the 
processing for registering the receiver 201 with 
user A as a settlement user ; 
FIG. 55 illustrates another example of system regis- 
tration information; 

FIG. 56 is a flowchart describing the processing of 
registration by credit granting; 
FIG. 57 illustrates still another example of system 
registration information; 

FIG. 58 illustrates yet another example of system 
registration information; 

FIG. 59 is a flowchart describing the processing of 
acquiring a registration list; 
FIG. 60 illustrates another example of the registra- 
tion list; 

FIG. 61 illustrates still another example of informa- 
tion stored in the storage module 223 of the 
receiver 201; 

FIG. 62 is a block diagram illustrating a functional 
configuration of a receiver 301 ; 
FIG. 63 illustrates an example of reference informa- 
tion 301 ; 

FIG. 64 illustrates an example of information stored 
in a storage module 323 of the receiver 301 ; 
FIG. 65 illustrates yet another example of system 
registration information; 

FIG. 66 is a flowchart describing the processing for 
registering the receiver 301 with user A as a settle- 
ment user; 

FIG. 67 illustrates another example of a registration 
form; 

FIG. 68 illustrates another example of information 
stored in the storage module 323 of the receiver 
301; 

FIG. 69 illustrates another example of the reference 
information 301 ; 

FIG. 70 is a flowchart describing registration 
processing by procedure confirmation; 
FIG. 71 illustrates a different example of system 
registration information; 

FIG. 72 illustrates a still different example of system 
registration information; 

FIG. 73 is a flowchart describing processing for reg- 
istering user B as a subordinate user of the receiver 
201; 

FIG. 74 illustrates a yet another example of the ref- 
erence information 20 1 ; 

FIG. 75 is a flowchart describing another process- 
ing for registering user B as a suborcfinate user of 
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the receiver 201; 

FIG. 76 illustrates a yet another example of system 
registration information; 

FIG. 77 is a flowchart describing processing for reg- 
5 istering user B as a sitoordinate user of the receiver 
301; 

FIG. 78 illustrates still another example of informa- 
tion stored in the storage module 323 of the 
receiver 301; and 
io FIG. 79 illustrates a different example of system 
registration information. 

[0015] This invention will be described in further 
detail by way of example with reference to the accompa- 

15 nying drawings. 

[001 6] In order to clarify the correlation between the 
means of the invention described in the claims 
appended hereto and the components of the embodi- 
ment of the invention, each of the means is followed by 

20 parentheses in which an example of the corresponding 
component of the embodiment is enclosed. It should be 
noted however that each of the above means are not 
restricted to those described below. 
[0017] Now, referring to FIG. 1, there is shown an 

25 EMD (Electronic Music Distribution) system to which the 
present invention is applied. As shown, EMD system 
comprises an EMD service center 1 for managing regis- 
trations into the EMD system and managing various 
devices connected thereto, a content provider 2 for pro- 

30 viding content a service provider 3 for providing prede- 
termined services corresponding to the content, and a 
user home network 5 composed of devices on which the 
content is used. 

[0018] Content delivered (or provided) to devices 

35 (or users) registered in the EMD system denotes digital 
data in which information itself has a value. In present 
example, one item erf content is equivalent to one title of 
music data. Content is provided to- users with one item 
of content as one unit (called a single) or plural items of 

40 content as one unit (called an album). Users purchase 
provided content (actually buy the license to use the 
provided content) and use the purchased content. 
[0019] As shown in FIG. 2 illustrating a main infor- 
mation flow in the EMD system, the EMD service center 

45 1 sends delivery key Kd necessary for use of content to 
a user home network 5 and plural content providers 2 
(in present example, if there is no need for distinguish- 
ing between two content providers 2-1 and 2-2, they are 
generically referred to as the content provider 2, the 

so same holding with other devices). The EMD service 
center 1 receives information such as information on 
charges from devices of the user home network 5 for 
usage charge settlement and receives a UCP (Usage 
Control Policy) from the content provider 2 and a FT 

55 (Price Tag) from the service provider 3. 

[0020] The content providers 2-1 and 2-2 each hold 
content to be provided (as encrypted by content key 
Kco). content key Kco (encrypted by delivery key Kd) for 
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decrypting encrypted content, and a UCP indicative of 
the information about use of content and provide these 
items to the service provider 3 in a form of content pro- 
vider secure container to be described later. In present 
example, there are two service providers 3-1 and 3-2. 5 
[0021] The service providers 3-1 and 3-2 each gen- 
erate one or more pieces of price information known as 
PT, corresponding to the UCPs provided from the con- 
tent provider 2 and hold PTs as shown in FIG! 2. The 
service provider 3 sends to the user home network 5 the 
generated PT along with the content (encrypted by con- 
tent key Kco) provided from the content provider 2, con- 
tent key Kco (encrypted by delivery key Kd). and UCP in 
the form of service provider secure container through a 
network 4 made up of a dedicated cable network, the 
Internet, or a satellite communication network. 
[0022] On the basis of the provided UCP and PT, 
the user home network 5 generates a UCS (Usage Con- 
trol Status) and executes the processing for using the 
content on the basis of the generated UCS. The user 
home network 5 also generates information on charges 
at the time the UCS is generated and sends the gener- 
ated information on charges to the EMD service center 
1 along with the information such as the corresponding 
UCP at the time delivery key Kd is provided for example. 
[0023] In present example, the user home network 
5 is composed of a receiver 51 connected to a HDD 
(Hard Disc Drive) 52 and having a SAM (Secure Appli- 
cation Module: SAM is a module which executes, for 
example, right processing of content, authentication 
processing, and the like in a content distribution system 
and has tamper resistance) 62 and a receiver 201 con- 
nected to a HDD 202 and having a SAM 212 as shown 
in FIG. 1. It is assumed here that, at this point of time, 
the receiver 51 is officially (or finally) registered in this 
EMD system while the receiver 201 is not. 
[0024] Referring to FIG. 3, there is shown a func- 
tional configuration of the EMD service center 1 . A serv- 
ice provider management block 11 provides profit 
distribution information to the service provider 3. A con- 
tent provider management block 12 sends delivery key 
Kd and provides profit distribution information to the 
content provider 2. 

[0025] The copyright management block 13 sends 
information indicative of content usage results of the 
user home network 5 to a copyright managing organiza- 
tion, for example JASRAC (Japanese Society for Rights 
of Authors, Composers and Publishers) 
[0026] A key server 14 stores delivery key Kd and 
supplies it to the content provider 2 through the content 
provider management block 12 and the user home net- 
work 5 through a user management block 18. 
[0027] The following describes devices of the user 
home network 5 (for example, the receiver 51) officially 
registered in this EMD system and delivery key Kd from 
the EMD service center 1 to be provided to the content 
provider 2 with reference to FIGS. 4 through 7. 
[0028] FIG. 4 shows delivery keys Kd held by the 



EMD service center 1 , delivery keys Kd held by the con- 
tent provider 2, and delivery keys Kd held by the 
receiver 51 at the time of January 1998 for example on 
which the content provider 2 starts providing content 
and the receiver 51 (refer to FIG. 26) of the user home 
network 5 starts using the content. 
[0029] In the example shown in FIG. 4, each deliv- 
ery key Kd is valid from the first day of each month 
shown to the last For example, version-1 delivery key 
Kd having a value "aaaaaaaa", a random number hav- 
ing the predetermined number of digits, is valid from 
January 1, 1998 to January 31. 1998 (namely, content 
key Kco for encrypting content to be delivered from the 
service provider 3 to the user home network 5 during a 
period starting January 1 , 1998 and ending January 31 , 
1998 is encrypted by version-1 delivery key Kd). Ver- 
sion-2 delivery key Kd having a value "bbbbbbbb", a 
random number having the predetermined number of 
digits, is valid from February 1, 1998 to February 28, 
1998 (namely, content key Kco for encrypting content to 
be delivered from the service provider 3 to the user 
home network 5 during this period is encrypted by ver- 
sion-2 delivery key Kd). Likewise, versidn-3 delivery key 
Kd is valid in March 1998, version-4 delivery key Kd is 
valid in April 1998. version-5 delivery key Kd is valid in 
May 1998. and version-6 delivery key Kd is valid in June 
1998. 

[0030] Before the content provider 2 starts provid- 
ing content, the EMD service center 1 sends to the con- 
tent provider 2 the six delivery keys Kd of version 1 
through version 6 which are valid from January 1998 to 
June 1998. The content provider 2 receives these six 
delivery keys Kd and stores them. The delivery keys Kd 
for the six months are stored because the content pro- 
vider 2 requires a predetermined period for preparing 
the content to be provided and encrypting the content 
key for example. 

[0031] Before the receiver 51 starts using the con- 
tent, the EMD service center 1 sends to the receiver 51 
the three delivery keys Kd of version 1 through version 
3 which are valid from January 1998 to March 1998. 
The receiver 51 receives these three delivery keys Kd 
and stores them. The delivery keys Kd for the three 
months are stored for the receiver 51 to avoid situations 
such as that the receiver 51 cannot use the content dur- 
ing the contract period due to troubles such as the fail- 
ure of connection to the EMD service center 1. This 
storage is also made to reduce the frequency of con- 
nection to the EMD service center 1 to reduce the load 
of the user home network 5. 

[0032] During the period from January 1, 1998 to 
January 31. 1998, version-1 delivery key Kd is used by 
the EMD service center 1 . the content provider 2, and 
receiver 51 constituting the user home network 5. 
[0033] The following describes the transmission of 
delivery keys Kd of the EMD service center 1 to the con- 
tent provider 2 and the receiver 51 as of February 1, 
1998 with reference to FIG. 5. The EMD service center 
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1 sends to the content provider 2 the six delivery keys 
Kd of version 2 through version 7 which are valid from 
February 1998 to July 1998. The content provider 2 
receives these delivery keys and writes them over the 
previously stored delivery keys Kd. The EMD service 
center 1 sends to the receiver 51 the three delivery keys 
Kd of version 2 through version 4 which are valid from 
February 1998 to April 1998. The receiver 51 receives 
these keys and writes them over the previously stored 
delivery keys Kd. The EMD service center 1 stores the 
version-1 delivery key as it is. By doing so, the EMD 
service center can use the delivery keys Kd used in the 
past should unexpected troubles occur or unauthorized 
activities occur or be found. 

[0034] During a period from February 1. 1998 and 
February 28, 1998, version-2 delivery key Kd is used by 
the EMD service center 1, the content provider 2, and 
the receiver 51 constituting the user home network 5. 
[0035] the following describes the transmission of 
delivery keys Kd of the EMD service center 1 to the con- 
tent provider 2 and the receiver 51 as of March 1, 1998 
with reference to FIG. 6. The EMD service center 1 
sends to the content provider 2 the six delivery keys Kd 
of version 3 through version 8 which are valid from 
March 1998 to August 1998. The content provider 2 
receives these keys and writes them over the previously 
stored delivery keys Kd. The EMD service center 1 
sends to the receiver 51 the three delivery keys Kd of 
version 3 through version 5 which are valid from March 
1998 to May 1998. The receiver 51 receives these keys 
and writes them over the previously stored delivery keys 
Kd. The EMD service center 1 stores version-1 delivery 
key Kd and version-2 delivery key Kd as they are. 
[0036] During a period from March 13 1998 to 
March 31. 1998, version-3 delivery key Kd is used by 
the EMD service center 1, the content provider 2, and 
the receiver 51 constituting the user home network 5. 
[0037] The following describes the transmission of 
delivery keys Kd of the EMD service center 1 to the con- 
tent provider 2 and the receiver 51 as of April 1, 1998 
with reference to FIG 7. The EMD service center 1 
sends to the content provider 2 the six delivery keys Kd 
of version 4 through version 9 which are valid from April 
1998 to September 1998. The content provider 2 
receives these keys and writes them over the previously 
stored delivery keys Kd. The EMD service center 1 
sends to the receiver 51 the three delivery keys Kd of 
version 4 through version 6 which are valid from April 
1998 to June 1998. The receiver 51 receives these keys 
and writes them over the previously stored delivery keys 
Kd. The EMD service center 1 stores version-1 delivery 
key Kd, version-2 delivery key Kd, and version-3 deliv- 
ery key Kd as they are. 

[0038] During a period from April 1. 1998 to April 
30, 1998, version-4 delivery key Kd is used by the EMD 
service center 1, the content provider 2, and the 
receiver 51 constituting the user home network 5. 
[0039] Thus, delivery keys Kd for three months are 



distrtouted to the device, officially registered in the EMD 
system, of the user home network 5 and the content 
provider 2. The other device, the receiver 201, not offi- 
cially but provisionally (details to be described) regis- 
5 tered in the EMD system, of the user home network 5 is 
distrtouted with not delivery keys Kd for three months 
but provisional delivery key Kd for 1 month as shown in 
FIG. 8. 

[0040] Referring to FIG. 3 again, the history data 

10 management block 15 stores the information on 
charges and the PT and UCP corresponding to that 
content supplied from the user management block 18. 
[0041 ] The profit distribution block 16 computes the 
prof its for the EMD service center 1 . the content provid- 

15 ers 2-1 and 2-2, and the service providers 3-1 and 3-2 
on the basts of various pieces of information supplied 
from the history data management block 15 and outputs 
the computational results to the service provider man- 
agement block 11, the content provider management 

20 block 12, the cashier block 20, and the copyright man- 
agement block 13. The profit distribution block 16 also 
computes a usage point (which increases as the profit 
increases, or as the user uses content more frequently) 
for each of the content providers 2-1 and 2-2 and the 

25 service providers 3-1 and 3-2 according to the com- 
puted profits and outputs the computed usage points to 
the user management block 18. It should be noted that 
the usage point in the content provider 2 is hereafter 
referred to as a content usage point and the usage point 

30 in the service provider 3 as a service usage point. 

[0042] The cross-authentication block 17 executes 
cross authentication between the content provider 2, 
the service provider 3, and the device of the user home 
networks. 

35 [0043] The user management block 18 manages 
information associated with the devices of the user 
home network 5 which can be registered in the EMD 
system (this information hereafter referred to as system 
registration information). The system registration infor- 

40 mation includes "SAM ID," "Device Number," "Settle- 
ment ID," "Settlement User Information," plural pieces of 
"Subordinate User Information," and "Usage Point Infor- 
mation" as shown in FIG. 9 

[0044] Set to "SAM ID" is the ID of the SAM of the 
45 device in the user home network 5. The IDs of the SAM 
62 in the receiver 51 and the ID of the SAM 212 in the 
receiver 201 are set to the "SAM ID" shown in FIG. 9. 
[0045] Set to "Device Number" is a device number 
preset to a device having a SAM in the user home net- 
so work 5. If the device in the user home network 5 has a 
capability of communicating with the service provider 3 
through the network 4 and directly with the EMD service 
center 1 (namely, if the device has a communication 
block) and a capability of outputting (or cfisplaying) the 
55 descriptions of UCP and PT for example to the user and 
allowing the user to select the usage description of UCP 
(namely, if the device has a display block and an opera- 
tor block), the device (hereafter referred to as a main 
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device) is assigned with a device number 100 or higher. 
If the device has no such capabilities, the device (here- 
after referred to as a subordinate device) is assigned 
with a device number 99 or lower. In present example, 
the receivers 51 and 201 have each a device having the 
above-mentioned capabilities, so that each device is 
assigned a device number 100 or higher (100 in present 
example), details thereof will be described later. Thus, 
device number 100 is set to the devices corresponding 
to the SAM 62 of the receiver 51 and the SAM 21 2 of the 
receiver 201 as shown in FIG. 9. 
[0046] Set to "Settlement ID" is a predetermined 
settlement ID to be assigned at the official registration in 
the EMD system. In present example, the receiver 51 is 
officially registered and assigned a settlement ID, so 
that this assigned settlement ID is recorded in "Settle- 
ment ID" corresponding to the ID of the SAM 62 of the 
system registration information shown in FIG. 9. On the 
other hand, the receiver 201 is not registered in the 
EMD system and therefore no settlement ID is 
assigned, so that no information is set to "Settlement 
ID" corresponding to the ID of the SAM 212 of the sys- 
tem registration information shown in FIG. 9. 
[0047] "Settlement User Information" includes the 
name, address, telephone number, settlement organi- 
zation information (for example, credit card number), 
birthday, age, gender, ID. and password for example of 
the user for whom charges is settled (this user is here- 
after referred to as a settlement user). 
[0048] The settlement user's name, address, tele- 
phone number, settlement organization information, 
birthday, age, and gender to be set to "Settlement User 
Information" (rf these items of information need not be 
distinguished from each other, they are hereafter gener- 
ically referred to as user generation information) are 
provided by the settlement user at the time of applica- 
tion for the official registration. In present example, the 
name, the address, the telephone number, and the set- 
tlement organization information need to be correct 
information (for example, the information registered in a 
settlement organization) because credit granting 
processing is executed on the basis of these items of 
information. In the present example, the birthday, the 
age, and the gender need not be correct because they 
are not used for credit granting processing and there- 
fore the user is not always required to submit them. The 
ID and password of the settlement user to be recorded 
on the "Settlement User Information" are assigned and 
set at the time of the provisional registration in the EMD 
system. 

[0049] In the present example, with the receiver 51 . 
user F is registered as the settlement user, so that the 
user general information, ID. and password provided by 
user F are set to "Settlement User Information" corre- 
sponding to the ID of the SAM 62 of the system registra- 
tion information shown in FIG. 9. Because the receiver 
201 has not applied for registration, no information is set 
to "Settlement User Information" corresponding to the 



ID of the SAM 212. 

[0050] Each "Subordinate User Information" 
records the name, address, telephone number, birthday, 
age, gender, ID, and password for example of a user for 

5 whom charges is not settled (this user is hereafter 
referred to as a subordinate user). Namely, of the item 
of information to be set to "Settlement User Informa- 
tion," the items of information other than the settlement 
organization information are set. Because no credit 

10 granting processing is executed for the subordinate 
user, the subordinate user's name, address, telephone 
number, birthday, age, and gender need not be correct. 
For example, the name may be a dummy name. The 
name is used for identifying the user. But the user need 

is not provide the other information. The ID and password 
of the subordinate user to be set to "Subordinate User 
Information" are assigned and set at the time of provi- 
sional or official registration: 

[0051 ] In the present example, no subordinate user 

20 is registered for both the receiver 51 and receiver 201 , 
so that no information is set to "Subordinate User Infor- 
mation" corresponding to the ID of the SAM 62 and that 
corresponding to the ID of the SAM 212 of the system 
registration information shown in FIG. 9. 

25 [0052] Set to "Usage Point Information" is a usage 
point outputted from the profit distribution block 16. In 
the present example, content is already in use by the 
receiver 51 and the usage point information as shown in 
FIG. 10 is set to "Usage Point Information" correspond- 

30 ing to the SAM 62. In an example shown in FIG. 10, the 
point of using the content provided by the content pro- 
vider 2-1 to user F (the settlement user) of the receiver 
51 is 222, that by the content provider 2-2 is 123, the 
point of using the service by the service provider 3-1 is 

35 345, and the point by the service provider 3-2 is 0. 

[0053] It should be noted that, in the present exam- 
pie, the total point 345 (= 123 + 222) of the content 
usage points for the content providers 2-1 and 2-2 is 
made equal to the total point 345 (= 345 + 0) of the serv- 

40 ice usage points of the service providers 3-1 and 3-2. 
[0054] Because no content is currently used in the 
receiver 201 (the usage of content is not granted), no 
information is set to "Usage Point Information" corre- 
sponding to the ID of the SAM 212. 

45 [0055] In addition to managing the above-men- 
tioned system registration information, the user man- 
agement block 18 generates a registration list (to be 
described later) in correspondence with predetermined 
processing and sends it along with delivery key Kd to 

so the user home network 5. 

[0056] Referring to FIG. 3 again, an charging block 

1 9 computes the charges for the user on the basis of the 
information on charges, UCP, and PT supplied from the 
history data management block 15 and outputs a com- 

55 putational result to a cashier block 20. The cashier block 

20 communicates with a bank for example not shown to 
execute settlement processing on the basis of the pay- 
ments to the user, the content provider 2. and the serv- 
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ice provider 3 and the amount of fees to be collected 
therefrom. The cashier block 20 also informs the user 
management block 18 of a result of the settlement 
processing. An audit block 21 audits the validity of the 
information on charges, PT, and UCP supplied from the 5 
device of the user home network 5. 
[0057] Referring to FIG. 1 1 , there is shown a func- 
tional configuration of the content provider 2-1 . A con- 
tent server 31 stores content to be provided to the user 
and sends the content to a watermark attachment block 10 
32. The watermark attachment block 32 attaches a 
watermark (or an electronic watermark) to the content 
and supplies the resultant content to a compression 
block 33. 

[0058] The compression block 33 compresses the 15 
content supplied from the watermark attachment block 
32 by use of a compression scheme such as ATRAC2 
(Adaptive Transform Acoustic Coding 2) (trademark) 
and supplies the compressed content to an encryption 
block 34. The encryption block 34 encrypts the com- 20 
pressed content by using as the key a random number 
supplied from a random number generation block 35 
(this random number hereafter being referred to as con- 
tent key Kco) and by using a common key encryption 
scheme such as DES (Data Encryption Standard) and 25 
outputs the encrypted content to a secure container 
generation block 38. 

[0059] The random number generation block 35 
supplies a random number having the predetermined 
number of digits providing content key Kco to the 30 
encryption block 34 and another encryption block 36. 
The encryption block 36 encrypts content key Kco by 
use of delivery key Kd supplied from the EMD service 
center 1 through a common key encryption scheme 
such as DES and outputs encrypted content key Kco to 35 
the secure container generation block 38. 
[0060] DES uses a common key of 56 bits and 
processes 64 bits of plaintext as one block. The DES 
processing is composed of a data permutation block in 
which plaintext is permuted into ciphertext and a key 40 
processing block in which a key (or an enlargement key) 
for use in the data permutation block is generated from 
the common key. All algorithms of DES are publicized, 
so that only the basic processing of the data permuta- 
tion block will be described below. 45 
[0061] First, the 64 bits of plaintext are divided into 
high-order 32 bits H 0 and low-order 32 bits Lo. From a 
48-bit enlargement key K 1 and the low-order 32 bits Lq 
supplied from the key processing block, an output of F 
function obtained by permutating the low-order 32 bits so 
Lq is computed. F function consists of two basic trans- 
formations; substitution for substituting numeric values 
by a predetermined law and transposition in which bit 
positions are transposed by a predetermined law. Next 
the high-order 32 bits H 0 is exclusively ORed with the 55 
output of F function, a result thereof being L n and Lq 
being H 1 . 

[0062] On the basis of the high-order 32 bits H 0 and 



the low-order 32 bits Lq. the above-mentioned process 
is iterated 16 times, resultant high-order 32 bits H 16 and 
low-order 32 bits L 16 being output as ciphertext. 
Decryption of the ciphertext is realized by use of the 
common key used in the encryption and by following the 
above-mentioned process in the reverse order. 
[0063] A policy storage block 37 stores the UCP 
corresponding to content and outputs the UCP to the 
secure container generation block 38. FIGS. 12A and 
12B show UCP A and UCP B respectively which are set 
for content A stored in the content server 31 and are 
stored in the policy storage block 37. The UCP includes 
predetermined information such as items correspond- 
ing to "Content ID," "Content Provider ID," "UCP ID," 
"Valid Period of UCP," "Usage Condition," and "Usage 
Description." Set to "Content ID" is the ID of the content 
corresponding to the UCP. The ID of content A is set to 
"Content ID" of UCP A (FIG. 12 A) and UCP B (FIG. 
12B). 

[0064] Set to "Content Provider ID" is the ID of the 
content provider from which the content is provided. 
The ID of the content provider 2-1 is set to the "Content 
Provider ID" of UCP A and UCP B. Set to "UCP ID" is 
the predetermined ID assigned to each UCP. The UCP 
ID A is set to "UCP ID" of UCP A and the UCP ID B is 
set to "UCP ID" of UCP B. Set to "Valid Period of UCP " 
is the information indicative of the valid period of the 
UCP. The valid period of UCP A is set to "Valid Period of 
UCP" of UCP A and the valid period of UCP B is set to 
"Valid Period of UCP" of UCP B. 
[0065] Set to "Usage Condition" is predetermined 
information corresponding to "User Condition" and 
"Device Condition." Set to "User Condition" is informa- 
tion indicative of a user predetermined condition allow- 
ing the selection of this UCP Set to "Device Condition" 
is information incficative of device predetermined condi- 
tion allowing the selection of this UCP. 
[0066] For UCP A, "Usage condition 10" is set. 
"User Condition 10" of "Usage Condition 10" has infor- 
mation ("200 points or higher) indicative of a condition 
that the usage point is 200 or higher. "Device Condition 
10" of "Usage Condition 10" has information ("No condi- 
tion") indicative that there is no condition. Namely, UCP 
A is selectable only by a user having a content usage 
point of 200 or higher of the content provider 2-1 . 
[0067] For UCP B, "Usage Condition 20" is set. 
"User Condition 20" of "Usage Condition 20" has infor- 
mation ("lower than 200") indicative of a condition that 
the usage point is lower than 200. "Device Condition 20" 
of "Usage Condition 20" has information ("No condi- 
tion") incficative that there is no condition. Namely, UCP 
B is selectable only by a user having a content usage 
point of lower than 200 of the content provider 2-1 . 
[0068] "Usage Description" has predetermined 
information corresponding to "ID," "Form," "Parameter," 
and "Management Shift Permit Information." Set to "ID" 
is a predetermined ID assigned to information to be set 
to "Usage Description." Set to "Form" is information 
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indicative of content usage forms such as reproduction 
and duplication. Set to "Parameter" is predetermined 
information corresponding to the usage form set to 
"Form." 

[0069] Set to "Management Shift Permit Informa- s 
tion n is a predetermined status flag for example for man- 
aging the shift of content management. When a content 
management shift occurs, the content is duplicated into 
a destination device without leaving a source device as 
shown in FIG. 13 A. Namely, the same content is used 10 
by both the source and destination devices. This is dif- 
ferent from a usual content management shift in which, 
as shown in FIG. 13B, content is moved to a destination 
device by leaving a source device and therefore the 
content is available only in the destination device. is 
[0070] It should be noted that, while a content man- 
agement shift is in process, the source device is not 
allowed to shift content management to another desti- 
nation device as shown in FIG. 13 A. Namely, the con- 
tent is held only by the two devices, one source and one 20 
destination. This is different from first-generation dupli- 
cation in which two or more duplications (of the first gen- 
eration) can be generated from original content as 
shown in FIG. 14A. This is also different from one-time- 
only duplication shown in FIG. 1 4B because the content 25 
management moved to one destination device can be 
retrieved and then passed to another destination 
device. 

[0071] Referring to FIG. 12A again, four "Usage 
Description 1 1" through "Usage Description 14" are set 30 
to UCP A. In "Usage Description 1 1 ," "ID 1 1 " has a pre- 
determined ID assigned to "Usage Description 11." 
"Form 11" has information ("Reproduction by Pur- 
chase") indicative of the usage form for purchase con- 
tent for reproduction. "Parameter 11" has 35 
predetermined information for "Reproduction by Pur- 
chase." "Management Shift Permit Information 11" has 
status information indicative that there is no content 
management shift. 

[0072] In "Usage Description 12," "ID 12" has a pre- 40 
determined ID allocated to "Usage Description 12." 
"Form 12" has information ("First-generation Duplica- 
tion") indicative of a usage form in which first generation 
duplication is made. As shown in FIG. 14A, in the first- 
generation duplication, plural first-generation duplica- 45 
tions can be made from the original content but no sec- 
ond-generation duplication can be made from the first- 
generation duplication (such duplication is not permit- 
ted). "Parameter 12" has predetermined information 
corresponding to "First-generation duplication." "Man- so 
agement Shift Permit Information 12" has status infor- 
mation indicative that there is no content management 
shift. 

[0073] In "Usage Description 13." "ID 13" has a pre- 
determined ID assigned to "Usage Description 13." ss 
"Form 13" has information ("Time-limited Reproduc- 
tion") indicative of a usage form in which the content is 
reproduced only in a predetermined period. "Parameter 



13" has the start and end of the predetermined period 
for "Time-limited Reproduction." "Management Shift 
Permit Information 13" has status information indicative 
that there is no content management shift. 
[0074] In "Usage Description 1 4," "ID 1 4" has a pre- 
determined ID assigned to "Usage Description 14." 
"Form 1 4" has information ("Pay Per Copy 1 *) indicative of 
a usage form in which duplication is made once. It 
should be noted that, in the case of "Pay Per Copy," no 
duplication can be made from another duplication as 
shown in FIG. 14B (such duplication is not permitted). 
"Parameter 14" has predetermined information for "Pay 
Per Copy." "Management Shift Permit Information 14" 
has status information indicative that there is no content 
management shift. 

[0075] Although not shown in this example, there is 
also a form in which content can be reproduced (or 
duplicated) only for the predetermined number of times. 
If this type of usage form is set to "Form," the corre- 
sponding "Parameter" stores the number of times repro- 
duction (or duplication) can be performed. For example, 
if the content can be reproduced only three times and 
the content has not been reproduced at all, information 
indicative that reproduction can be made three times is 
set to "Parameter." If reproduction has been made once, 
information indicative that reproduction can be made 
two more times is set to "Parameter." If reproduction has 
already been made three times, information indicative 
that reproduction can be made no more is set to 
"Parameter." 

[0076] UCP B shown in FIG. 12B has two usage 
descriptions, "Usage Description 21" and "Usage 
Description 22." In "Usage Description 21," "ID 21" has 
a predetermined ID allocated to "Usage Description 
21." "Form 21" has information ("Pay Per Play") indica- 
tive of a usage form in which reproduction can be made 
once. "Parameter 21 " has predetermined information for 
"Pay Per Play." "Management Shift Permit Information 
21" has status information indicative that there is no 
content management shift. 

[0077] In "Usage Description 22," "ID 22" has a pre- 
determined ID allocated to "Usage Description 22." 
"Form 22" has "Pay Per Copy." "Parameter 22" has pre- 
determined information for "Pay Per Copy." "Manage- 
ment Shift Permit Information 22" has status information 
indicative that there is no content management shift. 
[0078] Comparison between the details of UCP A 
and those of UCP B shows that the user having 200 or 
more usage points can select from four usage descrip- 
tions 1 1 through 14 while the user having less than 200 
usage points can select only from two usage descrip- 
tions 21 and 22. 

[0079] It should be noted that FIGS. 12A and 12B 
schematically illustrate UCP A and UCP B. Actually, 
"Usage Condition 10" of UCP A and "Usage Condition 
20" of UCP B are constituted by value codes indicative 
of values and predetermined types corresponding to 
service codes in addition to service codes shown in 
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FIG. 15A and condition codes shown in FIG. 15B. 
[0080] FIG. 16A shows the code values of codes 
set as "User Condition 1 0" and "Device Condition 1 0" in 
"Usage Condition 10" of UCP A (refer to FIG. 12A). 
Because "User Condition 10" of "Usage Condition 10" s 
of UCP A is "200 points or higher," a service code 80xxh 
(refer to FIG. 1 5A) denoting "there is a usage point con- 
dition", a value code 0000C8h indicative of value 200, 
and a condition code 06h (refer to FIG. 15B) denoting 
"s" (equal to or higher than) are set as the user condi- 
tion. 

[0081] Because "Device Condition 10" of UCP A is 
"No condition," a service code OOOOh indicative of no 
condition, a value code FFFFFFh having no signifi- 
cance at this time, and a condition code OOh indicative 
of no condition are set as the device condition. 
[0082] FIG. 16B shows the code values of codes 
set as "User Condition 20" and "Device Condition 20" in 
"Usage Condition 20" of UCP B. Because "User Condi- 
tion 20" is "less than 200 points," a service code 80xxh 
denoting "there is a usage point condition", a value code 
0000C8h indicative of value 200, and a condition code 
03h denoting "<" (less than) are set as the user condi- 
tion. 

[0083] Like "Device Condition 10" of UCP A, 
"Device Condition 20" of UCP B is "No condition," so 
that the same code values are set as the device condi- 
tion. 

[0084] Referring to FIG. 1 1 again, the secure con- 
tainer generation block 38 generates a content provider 
secure container consisting of content A (encrypted by 
a content key KcoA), the content key KcoA (encrypted 
by delivery key Kd), UCP A, UCP B. and a signature for 
example as shown in FIG. 17. The signature is obtained 
by encrypting a hash value obtained by applying a hash 
function to data plaintext to be transmitted (in this case, 
all of the content A, the content key KcoA, UCP A, and 
UCP B) by a secret key (in this case, a secret key Kscp 
of the content provider 2-1) of public key cryptography. 
[0085] The secure container generation block 38 
also attaches a certificate shown in FIG. 18 of the con- 
tent provider 2-1 to the generated content provider 
secure container and sends them to the service pro- 
vider 3. This certificate consists of the version number 
of the certificate, the serial number of the certificate 
assigned to the content provider 2-1 by a certificate 
authority, the algorithm and parameter used for the sig- 
nature, the name of the certificate authority, the valid 
period of the certificate, the name of the content pro- 
vider 2-1 , the public key Kpcp of the content provider 2- 
1 . and the signature (encrypted by the secret key Ksca 
of the certificate authority). 

[0086] The signature is data for checking of tamper- 
ing and creator authentication. The signature is created 
by obtaining a hash value by applying a hash function to 55 
the data to be transmitted and encrypting the obtained 
hash value by the secret key of public key cryptography 
[0087] The following describes the hash function 



and signature matching. The hash function is used to 
compress predetermined data to be transmitted into 
data having a predetermined bit length and outputs 
these data as a hash value. The hash function is char- 
acterized by that it is difficult to predict the input from a 
hash value (output), the change of a single bit in the 
data inputted in the hash function causes the change of- 
many bits of the hash value, and it is difficult to search 
for input data having a same hash value. 
[0088] A receiver who received a signature and 
data decrypts the signature by the public key of public 
key cryptography and gets a result (a hash value) of the 
decryption. Further, a hash value of the received data is 
computed and the computed hash value is matched 
against the hash value obtained by decrypting the sig- 
nature. If a match is found, it indicates that the received 
data are not tampered and therefore they are sent from 
a sender who has the secret key corresponding to the 
public key. For the hash function, MD4, MD5, or SHA-1 
is available for example. 

[0089] The following describes public key cryptog- 
raphy. Unlike common key cryptography in which a 
same key (a common key) is used in encryption and 
decryption, public key cryptography uses different keys 
for encryption and decryption. In public key cryptogra- 
phy, one of the keys is made public while the other is 
kept secret. The key made public is referred to as a pub- 
lic key. The key kept secret is referred to as a secret key. 
[0090] The following briefly describes RSA (Rivest- 
Shamir-Adleman), a representative public key cryptog- 
raphy. First, two sufficiently large prime numbers p and 
q are obtained. Then, product n of p and q is obtained. 
Lowest common multiple L of (p-1) and (q-1) is com- 
puted. Further, number e which is 3 or higher and less 
than L and mutually prime with L (namely, e and L can 
be commonly divided only by 1 ). 
[0091] Next, multiplication inverse d of number e 
associated with a multiplication to modulus L is 
obtained. Namely, "ed=1 mod L" is established 
between d, e, and L, d being computed by Euclidean 
algorithm. At this time, n and e provide the pitolic key 
and p, q and d provide the secret key. 
[0092] Ciphertext C is computed from plaintext M 
by the processing of equation (1): 

C = M A e mod n (1) 

[0093] Ciphertext C is decrypted into plaintext M by 
the processing of equation (2): 

M = C\J mod n (2) 

[0094] Although the proof is skipped, the encryption 
and decryption by RSA are based on Fermafs Little 
Theorem, in which equation (3) is established: 

M = C*d = (M A e)*d = M A (ed) = M mod n (3) 
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[0095] if secret keys p and q are known, secret key 
d can be computed from public key e. But, if the number 
of digits of public key n is increased to a degree which 
makes quantitatively difficult the factorization of public 
key n into prime factors, knowing only public key n can- 
not compute secret key d from public key e, disabling 
the decryption. Thus, in RSA, a key for encryption can 
be made different from a key for decryption. 
[0096] The following briefly describes elliptic curve 
cryptography, another example of public key cryptogra- 
phy. Assuming that a certain point on an elliptic curve 
y A 2 = x A 3 + ax + b is B , the addition of the point on the 
elliptic curve is defined. nB represents a result of the 
addition of B by n times. Likewise, the subtraction is 
defined. It has been proven difficult to conpute n from B 
and nB. B and nB provide the public key and n provides 
the secret key. Using random number r, ciphertexts C1 
and C2 are computed from plaintext M by the process- 
ing of equations (4) and (5): 

C1=M + rnB (4) 

C2=rB (5) 

[0097] Ciphertexts C1 and C2 are decrypted into 
plaintext M by the processing of equation (6): 

M = C1 - nC2 (6) 

[0098] Ciphertexts that can be decrypted are only 
those having secret key n. Thus, like RSA, elliptic curve 
cryptography can make the key for encryption different 
from the key for decryption. 

[0099] Referring to FIG. 1 1 again, before receiving 
delivery key Kd from the EMD service center 1, the 
cross-authentication block 39 of the content provider 2- 
1 cross-authenticates the EMD service center 1 . Before 
sending a content provider secure container to the serv- 
ice provider 3, the cross-authentication block 39 cross- 
authenticates the service provider 3. 
[0100] Because the content provider 2-2 is gener- 
ally the same in basic configuration as the content pro- 
vider 2-1, the illustration and description of the content 
provider 2-2 are skipped. 

[0101] Now, referring to FIG. 19, the functional con- 
figuration of the service provider 3-1 will be described. A 
content server 41 stores the content (encrypted by con- 
tent key Kco), content key Kco (encrypted by delivery 
key Kd), UCP, and signature included in a content pro- 
vider secure container supplied from the content pro- 
vider 2 and supplies them to a secure container 
generation block 44. 

[0102] A value attachment block 42 verifies the cor- 
rectness of the content provider secure container on the 
basis of the signature included therein. If the correct- 
ness is proven, the value attachment block 42 gener- 
ates a PT corresponding to a UCP included in the 
content provider secure container and supplies the PT 



to the secure container generation block 44. FIG. 20A 
shows PT A-1 corresponding to the UCP A shown in 
FIG. 12 A. FIG. 20B shows PT A-2 corresponding to the 
UCP A shown in FIG. 12A. The PT includes predeter- 

s mined information corresponding to items "Content ID," 
"Content Provider ID," "UCP ID," "Valid Period of UCP," 
"Service Provider ID," "PT ID," "Valid Period of PT," 
"Price Condition," and "Price Description." 
[0103] Items of information corresponding to the 

10 UCP are set to "Content ID," "Content Provider ID," 
"UCP ID." and "Valid Period of UCP" of the PT. To be 
specific, the ID of content A is set to "Content ID" of PT 
A-1 and PT A-2, the ID of the content provider 2-1 to 
"Content Provider ID," the ID of UCP A to "UCP ID," and 

is the valid period of UCP A to "Valid Period of UCP." 
[01 04] "Service Provider ID" has the ID of the serv- 
ice provider 3 from which the PT has been supplied. 
"Service Provider ID" of PT A-1 and PT A-2 have the ID 
of the service provider 3-1 . "PT ID" has a predetermined 

20 ID assigned to each PT. "PT ID" of PT A-1 has the ID of 
PT A-1 . "PT ID" of PT A-2 has the ID of PT A-2. "Valid 
Period of PT has information indicative of the valid 
period of the PT. "Valid Period of PT of PT A-1 has the 
valid period of PT A-1. "Valid Period of PT of PT A-2 

25 has the valid period of PT A-2. 

[0105] Like "Usage Condition" of UCP, "Price Con- 
dition " has predetermined information corresponding to 
the items of "User Condition" and "Device Condition." 
"User Condition" of "Price Condition" has information 

30 indicative of a user condition permitting the selection of 
this PT "Device Condition" has information indicative of 
a device condition permitting the selection of this PT 
[0106] Inthecaseof PT A-1, "Price Condition 10" is 
set. "User Condition 10" of "Price Condition 10" has 

35 information indicative that the user is male ("Male") 
. "Device Condition 10" has "No condition." That is, only 
a male user can select PT A-1 . 
[0107] Actually. "User Condition 10" and "Device 
Condition 10" of "Price Condition 10" of PT A-1 have 

40 code values shown in FIG. 21 A. "User Condition 10" of 
"Price Condition 10" has service code Olxxh (refer to 
FIG. 15A) indicative of "Gender Condition Present," 
value code OOOOOOh indicative of male, and condition 
code 01 h (refer to FIG. 15B) indicative of "=" (equal). 

45 "Device Condition 10" has service code OOOOh indica- 
tive of "No Condition," a value code FFFFFFh indicative 
of no significance in this case, and condition code OOh 
indicative of "No Condition." 

[01 08] In the case of PT A-2, "Price Condition 20" is 
so set. "User Condition 20" of "Price Condition 20" has 

information indicative that the user is female ("Female"). 

"Device Condition 20" has "No Condition." Namely, only 

a female user can select PT A-2. 

[0109] Actually, "User condition 20" and "Device 
55 Condition 20" of "Price Condition 20" of PT A-2 have 

code values shown in FIG. 21 B. "User Condition 20" of 

"Price Condition 20" has service code 01xxh (refer to 

FIG. 15A) indicative of "Gender Condition Present," 
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value code 000001 h indicative of female, and condition 
code 01h (refer to FIG. 15B) indicative of "=" (equal). 
"Device Condition 20" has service code OOOOh indica- 
tive of "No Condition," a value code FFFFFFh indicative 
of no significance in this case, and condition code OOh 
indicative of "No Condition." 

[0110] Referring to FIG. 20 again. "Price Descrip- 
tion" of the PT shows a usage price for usage of the 
content in a usage form set to "Form" of "Usage 
Description" of UCP. Namely, "2000 yen" set to "Price 
Description 11" of PT A-1 and "1000 yen" set to "Price 
Description 21" of PT A-2 indicate content purchase 
prices (fees) because "Form 11" of "Usage Description 
11" of UCP A shown in FIG. 12A is "Reproduction by 
Purchase." 

[0111] Referring to FIG. 20, "600 yen" of "Price 
Description 12" of PT A-1 and "300 yen" of "Price 
Description 22" of PT A-2 indicate usage fees of content 
A in the usage form of first-generation duplication 
because of "Form 12" of Usage Description 12" of UCP 
A. Likewise, "100 yen" of "Price Description 13" of PT A- 

1 and "50 yen" of "Price Description 23" of PT A-2 indi- 
cate usage fees of content A in a usage form of time- 
limited reproduction because of "Form 13" of Usage 
Description 13" of UCP A Next, "300 yen" of "Price 
Description 14" of PT A-1 and "150 yen" of "Price 
Description 24" of PT A-2 indicate usage fees of content 
A by duplicating it once because of "Form 14" of "Usage 
Description 14" of UCP A. 

[0112] In the present example, comparison of the 
price description of PT A-1 (applied to male user) with 
the price description of PT A-2 (applied to female user) 
indicates that the price in PT A-1 is twice as high as the 
price in PT A-2. For example, "Price Description 1 1" of 
PT A-1 corresponding to "Usage Description 11" of 
UCP A is "2000 yen" and "Price Description 21 " of PT A- 

2 corresponding to "Usage Description 11" of UCP A is 
"1000 yen." Likewise, the prices set to "Price Descrip- 
tion 12" through "Price Description 14" of PT A-1 are 
two times as high as those set to "Price Description 22" 
through "Price Description 24" of PT A-2. Namely, 
female users can use content A at prices one half of 
those for male users. 

[01 1 3] FIGS. 22A and 22B show PT B-1 and PT 8- 
2 respectively generated in correspondence with UCP B 
shown in FIG. 12B. PT B-1 includes the ID of content A, 
the ID of the content provider 2-1, the ID of UCP B, the 
valid period of UCP B, the ID of the service provider 3- 
1 , the ID of PT B-1 , the valid period of PT B-1 , price con- 
dition 30, and two price descriptions 31 and 32. 
[01 1 4] "User Condition 30" of "Price Description 30" 
of PT B-1 has "No Condition." "Device Condition 30" 
has information ("Subordinate Device") indicative that 
this device is a subordinate device. Namely, PT B-1 can 
be selected only when content A is used on a subordi- 
nate device. 

[0115] Actually, "User Condition 30" and "Device 
Condition 30" of "Price Condition 30" of PT B-1 have 



code values shown in FIG. 23A. "User Condition 30" of 
"Price Condition 30" has service code OOOOh (refer to 
FIG. 15A). indicative of "No Condition," value code 
FFFFFFh incficative of no significance, and condition 

5 code OOh (refer to FIG. 15B) indicative of "No Condi- 
tion." "Device Condition 30" has service code OOxxh 
indicative of "Device Condition Present," a value code 
000064h indicative of "value 100" in this case, and con- 
dition code 03h (refer to FIG. 1 58) indicative of "<" (less 

w than). In this example, these code values are set 
because each subordinate device is assigned with a 
number less than 100. 

[0116] Because "Form 21" of "Usage Description 
21" of UCP B (refer to FIG. 12B) is "Pay Per Play," "100 

is yen" of "Price Description 31" of PT B-1 indicates the 
fee for reproducing the content one time. Because 
"Form 22" of "Usage Description 22" of UCP B is "Pay 
Per Copy," "300 yen" of "Price Description 32" indicates 
a fee for duplicating the content one time. 

20 [0117] FIG. 22B shows PT 8-2 generated in corre- 
spondence with UCP B shown in FIG. 12B. PT B-2 
includes the ID of content A. the ID of the content pro- 
vider 2-1 , the ID of UCP B, the valid period of UCP B, 
the ID of the service provider 3-1 . the ID of PT B-2. the 

25 valid period of PT B-2. price condition 40, and two price 
descriptions 41 and 42. 

[0118] "User Condition 40" of "Price Condition 40" 
of PT B-2 has "No Condition." "Device Condition 40" 
has information ("Main Device") indicative that this 

30 device is a main device. Namely, PT B-2 is selectable 
only when the content is used in the main device. 
[0119] Actually, "User Condition 40" and "Device 
Condition 40" of "Price Condition 40" of PT B-2 have 
code values shown in FIG. 23B. "User Condition 40" of 

35 "Price Condition 40" has service code OOOOh (refer to 
FIG. 15A) indicative of "No Condition," value code 
FFFFFFh indicative of no significance, and condition 
code OOh (refer to FIG. 15B) indicative of "No Condi- 
tion." "Device condition 40" has service code OOxxh 

40 indicative of "Device Condition Present," a value code 
000064h indicative of "value 100" in this case, and con- 
dition code 06h (refer to FIG. 15B) indicative of "^" 
(equal to or more than). 

[0120] Prices shown in "Price Description 41" and 
45 "Price Description 42" of PT B-2 indicate fees for using 
the content in the forms shown in "Form 21 " of "Usage 
Description 21" and "Form 22" of "Usage Description 
22" of UCP B respectively. 

[01 21 ] Comparison of the price description of PT B- 
50 1 (applied to subordinate device) with the price descrip- 
tion of PT B-2 (applied to main device) indicates that the 
price description of PT B-1 is set twice as high as the 
price description of PT B-2. For example. "Price 
Description 31" of PT B-1 is "100 yen" while "Price 
55 Description 41 " of PT B-2 is "50 yen." "Price Description 
32" is "300 yen" while "Price Description 42" is "150 
yen." 

[0122] Referring to FIG. 19 again, a policy storage 



14 



BNSOCXIO <EP 1043878A2_1_> 



27 



EP 1 043 878 A2 



28 



block 43 stores the UCP of the content supplied from 
the content provider 2 and supplies the received UCP to 
the secure container generation block 44. 
[0123] The secure container generation block 44 
generates a service provider secure container com- 
posed of content A (encrypted by content key KcoA), 
content key KcoA (encrypted by delivery key Kd), UCP 
A, UCP B, signature of content provider 2, PT A-1, PT 
A-2, PT B-1. PT B-2, and signature of the service pro- 
vider 3 for example as shown in FIG. 24. 
[0124] The secure container generation block 44 
attaches to the generated service provider secure con- 
tainer a service provider certificate composed of certifi- 
cate version number, certificate serial number assigned 
by certificate authority to service provider 3-1 f algorithm 
and parameter used for the signature, name of certifi- 
cate authority, the valid period of certificate, name of 
service provider 3-1 , public key Kpsp of service provider 
3-1. and signature as shown in FIG. 25 and sends the 
resultant secure container to the user home network 5. 
[0125] A cross-authentication block 45 cross- 
authenticates the content provider 2 before receiving 
the content provider secure container from the content 
provider 2. Before sending the service provider secure 
container to the user home network 5, the cross-authen- 
tication block 45 cross-authenticates the user home net- 
work 5. If the network 4 is based on satellite 
communication for example, the cross-authentication 
between the service provider 3 and the user home net- 
work 5 is not executed. 

[0126] Because the service provider 3-2 is gener- 
ally the same in basic configuration as the service pro- 
vider 3-1. the illustration and description of the service 
provider 3-2 are skipped. 

[0127] The following describes an exemplary con- 
figuration of the receiver 51 constituting the user home 
network 5 with reference to FIG. 26. The receiver 51 
comprises a communication block 61 , the SAM 62, an 
external storage block 63, a decompression block 64, a 
communication block 65, an interface 66, a display con- 
trol block 67. and an input control block 68. The commu- 
nication block 61 communicates with the service 
provider 3 through the network 4 or with the EMD serv- 
ice center 1 for sending and receiving predetermined 
information. 

[0128] The SAM 62 comprises a cross-authentica- 
tion module 71, a charging processing module 72, a 
storage module 73, a decryption/encryption module 74, 
and data check module 75. The SAM 62 is made up of 
a single-chip IC (Integrated Circuit) dedicated to crypto- 
graphic processing. This IC has a multilayer structure in 
which the internal memory cells are sandwiched 
between dummy layers such as aluminum layers and 
the width of the operating voltage or frequency is held 
narrow, thereby providing properties (tampering proof) 
that make difficult unauthorized access from outside. 
[0129] The cross-authentication module 71 of the 
SAM 62 sends the certificate of the SAM 62 shown in 



FIG. 27 stored in the storage module 73 to the other 
party of cross-authentication, executes cross-authenti- 
cation with it, and supplies a temporary key Ktemp (ses^ 
sion key) shared by the other party to the 
5 decryption/encryption module 74. The certificate of the 
SAM 62 contains information indicative of main device 
or subordinate device in addition to the information cor- 
responding to the information included in the certificate 
(refer to FIG. 1 8) of the content provider 2-1 and the eer- 
ie tificate (refer to FIG. 25) of the service provider 3-1. 
Because the receiver 51 is the main device, the informa- 
tion thereof is included in the certificate shown in FIG. 
27 of the SAM 62. 

[0130] The charging processing module 72 gener- 

75 ates UCS and information on charges on the basis of 
the usage description of the selected UCP. FIG. 28 
shows UCS A generated on the basis of the usage 
description 11 of UCP A shown in FIG. 12A and the 
price description 11 of PT A-1 shown in FIG. 20A. As 

20 shown in FIG. 28. UCS has predetermined information 
corresponding to items "Content ID," "Content Provider 
ID," "UCP ID," "Valid Period of UCP." "Service Provider 
ID," "PT ID," "Valid Period of PT." "UCS ID," " SAM ID," 
"User ID," "Usage Description," and "Usage History." 

25 [01 31 ] Content ID," "Service Provider ID." "UCP ID," 
"Valid period of UCP." "Service Provider ID." "PT ID." 
and "Valid Period of PT" of UCS have respective items 
of information of PT Namely, "Content ID" of UCS A 
shown in FIG. 28 has the ID of content A, "Content Pro- 

30 vider ID" has the ID of the content provider 2-1. "UCP 
ID" has the ID of the UCP A, "Valid Period of UCP" has 
the valid period of UCP A. "Service Provider ID" has the 
ID of the service provider 3-1, "PT ID" has the ID of PT 
A-1 , and "Valid Period of PT" has the valid period of PT 

35 A-1. 

[0132] "UCS ID" has a predetermined ID assigned 
to UCS and "UCS ID" of UCS A has the ID of UCS A. 
"SAM ID" has the ID of the SAM of the device, "SAM ID" 
of UCS A has the ID of the SAM 62 of the receiver 51 . 

40 "User ID" has the ID of the user of the content and "User 
ID" of UCS A has the ID of User F. 
[0133] "Usage Description" has items "ID," "Form," 
"Parameter," and "Management Shift Permit Informa- 
tion." To these items, information of corresponding 

45 items of "Usage Description" of the selected UCP are 
set. Namely, "ID" of UCS A has information (the ID of 
usage description 1 1 ) set to "ID 1 1 " of "Usage Descrip- 
tion 11" of UCP A, "Form" has "reproduction by pur- 
chase" set to "Form 11" of "Usage Description 11", 

so "Parameter" has information (corresponding to "repro- 
duction by purchase)" set to "Parameter 1 1 " of "Usage 
Description 11," and "Management Shift Permit Infor- 
mation" has information (indicative that there is no con- 
tent management shift) set to "Management Shift 

55 Permit Information 1 1 " of "Usage Description 11." 

[0134] "Usage History" includes the history of 
usage form for same content. "Usage History" of UCS A 
stores only information indicative of "reproduction by 
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purchase." If content A has been used before in the 
receiver 51 for example, the information thereof is also 
stored in the "Usage History." 

[0135] The generated UCS is sent to the external 
storage block 63 along with content key Kco (encrypted s 
by save key Ksave) supplied from a decryption unit 91 of 
the decryption/encryption module 74 of the receiver 51 . 
The UCS and the content key are stored in a usage 
information storage block 63 A. The usage information 
storage block 63 A are divided into M blocks Bp-1 io 
through Bp-M (for example, in units of one megabytes) 
as shown in FIG. 29. Each block Bp is further divided 
into N usage information memory areas Rp-1 through 
Rp-N. The content key Kco (encrypted by save key 
Ksave) and UCS supplied from the SAM 62 are stored is 
in a pair into the usage information memory area Rp of 
predetermined block Bp of the usage information stor- 
age block 63A. 

[01 36] In the example of FIG. 29, the pair of UCS A 
shown in FIG. 28 and the content key KcoA (encrypted 20 
by save key Ksave) for decrypting content A is stored in 
usage information memory area Rp-3 of block Bp-1. 
Usage information memory areas Rp-1 and Rp-2 of 
block Bp-1 store content keys Kco1 and Kco2 (each 
encrypted by save key Ksave) and UCS 1 and UCS 2 25 
respectively. Usage information memory areas Rp-4 
through Rp-N of block Bp-1 and blocks Bp-2 through 
Bp-M store neither content key Kco nor UCS but store 
predetermined initial information indicative that they are 
free. It should be noted that, if the content key Kco 30 
(encrypted by save key Ksave) and UCS stored in the 
usage information memory area Rp need not be distin- 
guished from each other, they are generically referred to 
as usage information. 

[0137] FIG. 30 shows information on charges A 35 
generated at the same time as UCS A shown in FIG. 28. 
The information on charges includes "Content ID," 
"Content Provider ID," "UCP ID." "Valid Period of UCR" 
"Service Provider ID," "PT ID," "Valid Period of PV 
"UCS ID." "SAM ID,- "User ID," "Usage Description," 40 
and "Charging History." 

[0138] "Content ID." "Content Provider ID." "UCP 
ID," "Valid Period of UCP," "Service Provider ID," "PT 
ID," "Valid Period of PT," "UCS ID," "SAM ID," "User ID," 
and "Usage Description" of the information on charges 45 
have corresponding items of information of UCS. 
Namely, "Content ID" of information on charges A 
shown in FIG. 30 has the ID of content A. "Content Pro- 
vider ID" has the ID of the content provider 2-1, "UCP 
ID" has the ID of UCP A, "Valid Period of UCP" has the so 
valid period of UCP A, "Service Provider ID" has the ID 
of the service provider 3-1 . "PT ID" has the ID of PT A- 
1. "Valid Period of PT" has the valid period of PT A-1, 
"UCS ID" has the ID of UCS A. "SAM ID" has the ID of 
SAM 62, "User ID" has the ID of user F, and "Usage ss 
Description" has the usage description of UCS A. 
[0139] "Charging History" of information on charges 
A has information indicative of a total amount of charges 



added up in the device, namely the receiver 51 . 
[01 40] Referring to FIG. 26 again, the storage mod- 
ule 73 stores public key Kpu of the SAM 62, secret key 
Ksu of SAM 62. public key Kpesc of the EMD service 
center 1, public key Kpca of certificate authority, save 
key Ksave. delivery keys Kd for three months, the certif- 
icate of SAM 62 (refer to FIG. 27), information on 
charges (for example, information on charges A shown 
in FIG. 30). reference information 51 and M check val- 
ues Hp-1 through Hp-M. 

[01 41 ] FJG. 32 shows the reference information 51 
stored in the storage module 73. The reference informa- 
tion 51 includes predetermined information items "SAM 
ID." "Device Number." "Settlement ID." "Upper Umit 
Amount of Charging," "Settlement User Information." 
"Subordinate User Information." and "Usage Point Infor- 
mation." 

[0142] "SAM ID." "Device Number," "Settlement iD," 
"Settlement User Information," "Subordinate User Infor- 
mation," and "Usage Point Information" of the reference 
information have corresponding items of information of 
the system registration information (refer to FIG. 9) 
managed by the user management block 1 8 of the EMD 
service center 1. Namely, the reference information 51 
has the ID of the SAM 62, the device number (100) of 
SAM 62. the settlement ID of user F, settlement user 
information (general information of user F such as 
name, address, telephone number, settlement organi- 
zation information, birthday, age, and gender) of user F, 
the ID of user F, the password of user F. and the usage 
point information (the same as shown in FIG. 10) shown 
in FIG. 33: 

[0143] "Upper Umit Amount of Charging" has the 
upper limit amount of charging which is different when 
the device is officially or provisionally registered in the 
EMD system. In the present example, the receiver 51 is 
officially registered, so that the "Upper Umit Amount of 
Charging" of the reference information 51 has informa- 
tion ("Upper Umit Amount for Official Registration") 
indicative of the upper limit amount of the charges for 
official registration. It should be noted that the upper 
limit amount of charging for official registration is greater 
than that for provisional registration. 
[0144] The following describes the M check values 
Hp-1 through Hp-M shown in FIG. 31 stored in the stor- 
age module 73. Check value Hp-1 is a hash value 
obtained by applying hash function to the entire data 
stored in the block Bp-1 of the usage information stor- 
age block 63A of the external storage block 63. Uke 
check value Hp-1, check values Hp-2 through Hp-M are 
hash values obtained by applying hash function to the 
data stored in blocks Bp-2 through Bp-M. 
[0145] Referring to FIG. 26 again, the decryp- 
tion/encryption module 74 of the SAM 62 comprises a 
decryption unit 91. a random number generation unit 
92. and an encryption unit 93. The decryption unit 91 
decrypts the encrypted content key Kco by delivery key 
Kd and outputs the decrypted key to the encryption unit 
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93. The random number generation unit 92 generates a 
random number having the predetermined number of 
digits at the time of cross-authentication to generate 
temporary key Ktemp as required and sends this key to 
the encryption unit 93. 

[0146] The encryption unit 93 encrypts the 
decrypted content key Kco again by the save key Ksave 
stored in the storage module 73. The encrypted content 
key Kco is supplied to the external storage block 63. 
When sending the content key Kco to the decompres- 
sion block 64, the encryption unit 93 encrypts the con- 
tent key Kco by the temporary key Ktemp generated by 
the random number generation unit 92. 
[0147] The data check module 75 compares check 
value Hp stored in the storage module 73 with the hash 
value of the data in the corresponding block Bp in the 
usage information storage block 63 A of the external 
storage block 63 to see if the data in the block Bp are 
tampered. Also the data check module 75 computes 
check value Hp again when content management shift 
is made, storing the computed check value into the stor- 
age module 73. The decompression block 64 comprises 
a cross-authentication module 101, a decryption mod- 
ule 102, a decryption module 103, a decompression 
module 104, and a watermark attachment module 105. 
The cross-authentication module 101 cross-authenti- 
cates the SAM 62 and outputs the temporary key Ktemp 
to the decryption module 102. The decryption module 
102 decrypts by use of the temporary key Ktemp the 
content key Kco encrypted by the temporary key Ktemp 
and outputs the decrypted content key to the decryption 
module 103, The decryption module 103 decrypts the 
content stored in the HDD 52 by the content key Kco 
and outputs the decrypted content to the decompres- 
sion module 104. The decompression module 104 
decompresses the decrypted content by a scheme such 
as ATRAC2 and outputs the decompressed content to 
the watermark attachment module 105. The watermark 
attachment module 105 attaches a predetermined 
watermark (electronic watermark) for identifying the 
receiver 51 to the content and outputs the watermarked 
content to a loudspeaker, not shown, reproducing music 
for example. 

[0148] The communication block 65 communicates 
with the receiver 201 of the user home network 5. The 
interface 66 changes signals supplied from the SAM 62 
and the decompression block 64 into a predetermined 
format and outputs the resultant signals to the HDD 52 
and signals from the HDD 52 into a predetermined for- 
mat and outputs the resultant signals to the SAM 62 and 
the decompression block 64. 

[0149] The display control block 67 controls the out- 
put to a display block, not shown. The input control block 
68 controls the input from an operator block, not shown, 
composed of various operation controls. 
[0150] The HDD 52 stores a registration list as 
shown in FIG. 34 in addition to the content, UCP, and PT 
supplied from the service provider 3. The registration list 



consists of a Dst portion in which information is stored in 
table form and an object SAM information portion in 
which predetermined information about the device hold- 
ing this list is stored. 

5 [0151] The object SAM information portion stores, 
in "Object SAM ID," the SAM ID of the device holding 
this registration list, namely the ID of the SAM 62 of the 
receiver 51 in this example. The object SAM information 
portion also stores, in "Valid Period," the valid period of 

10 this registration list and, in "Version Number," the ver- 
sion number of this registration list. This portion further 
stores, in "Connected Device Count," the number of 
connected devices (including the receiver 51 itself), 
namely value 1 because no other devices are con- 

15 nected. 

[01 52] The list portion consists of 9 items "SAM ID," 
"User ID," "Purchase Processing," "Charging Process- 
ing," "Charging Device," "Content Supply Device," "Sta- 
tus Flag," "Registration Condition Signature," and 

20 "Registration List Signature." In the present example, 
predetermined information is stored in these items as 
the registration condition of the receiver 51 . 
[0153] "SAM ID" stores the ID of the SAM of the 
device. In this example, the ID of the SAM 62 of the 

25 receiver 51 is stored. "User ID" stores the ID of the user 
of the device. In this example, the ID of user F is stored. 
[0154] "Purchase Processing" stores information 
("Permitted" or "Not Permitted") indicative whether the 
corresponding device can execute processing for pur- 

30 chase content (to be specific, purchase usage license 
condition and content key Kco). In this example, the 
receiver 51 can execute this processing, so that "Per- 
mitted" is stored. 

[0155] "Charging Processing" stores information 

35 ("Permitted" or "Not Permitted") indicative whether the 
corresponding device can execute processing for settle- 
ment with the EMD service center 1. In this example, 
since user F is registered as a settlement user, the 
receiver 51 can execute this processing. Therefore, 

40 "Permitted" is set to "Charging Processing." 

[0156] "Charging Device" stores the ID of the SAM 
of the device that executes the processing the charges 
added up in the corresponding device. In this example, 
since the receiver 51 (the SAM 62) can settle the 

45 charges of its own, the ID of the SAM 62 is stored. 

[0157] "Content Supply Device" stores, if the corre- 
sponding device is supplied content not from the service 
provider 3 but from another connected device, the ID of 
the SAM of that connected device. In this example, 

so since the receiver 51 receives content from the service 
provider 3, information ("No") indicative that there is no 
content supplying device. 

[0158] "Status Flag" stores an operation limiting 
condition of the corresponding device. If there is no lim- 
55 Ration, information ("Not Limited") indicative thereof is 
stored. If a certain limitation is imposed, information 
("Limited") indicative thereof is stored. If the operation of 
the corresponding device is stopped, information 
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("Stop") is stored. If settlement has been unsuccessful 
or the credit granting processing for official registration 
has not been completed (namely, only provisional regis- 
tration has been made), "Limited" is set to "Status Rag* 
of that device. In this example, in the device with "Lim- 5 
ited" set to "Status Flag," the processing for using 
already purchased content is executed but the process- 
ing for purchasing new content is not executed. Namely, 
a certain limitation is imposed on that device. If unau- 
thorized duplication of content for example is detected, jo 
"Stop" is set to "Status Rag," stopping the operation of 
that device. Thus, that device cannot receive any serv- 
ice from the EMD system. 

[01 59] In the present example, it is assumed that no 
limitation is imposed on the receiver 51 , so that "No" is is 
set to "Status Rag." 

[0160] "Registration Condition Signature" stores 
the signature by the EMD service center ifor the infor- 
mation stored as registration conditions into "SAM ID," 
"User ID," "Purchase Processing," "Charging Process- 20 
ing," "Charging Device," "Content Supply Device," and 
"Status Flag." In the present example, the signature for 
the registration condition of the receiver 51 is stored. To 
"Registration List Signature," the signature for the entire 
data set to the registration list is set. 25 
[01 61 ] FIG. 35 shows an exemplary configuration of 
the receiver 201. A communication block 211 through 
an input control block 218 of the receiver 201 are gener- 
ally the same in function as those of the communication 
block 61 through the input control block 68 of the 30 
receiver 51 and therefore will be skipped from the 
description below. 

[01 62] A storage module 223 of the SAM 2 1 2 stores 
at this point of time public key Kpu of the SAM 212, 
secret key Ksu of SAM 212, public key Kpesc of the 35 
EMD service center 1, public key Kpca of certificate 
authority, save key Ksave, a certificate of the SAM 212 
previously distributed by certificate authority shown in 
FIG. 36 and reference information 201 to which the ID of 
the SAM 212 and the device number (100) of the 40 
receiver 201 are set shown in FIG. 37. It should be 
noted that the delivery key Kd shown in halftone in FIG. 
36 is not stored at this point of time. 
[01 63] A HDD 202 is generally the same in function 
as the HDD 52 and therefore skipped from the descrip- 45 
tion below. 

[0164] The following describes the processing of 
the EMD system with reference to the flowchart shown 
in FIG. 38 by use of an example in which content A held 
in the content server 2-1 is supplied to the receiver 51 of so 
the user home network 5 through the service provider 3- 
1. 

[0165] Now, referring to FIG. 38, in step S11, 
processing is executed for supplying delivery key Kd 
from the EM D service center 1 to the content provider 2- ss 
1 . This processing is detailed in FIG. 39. Namely, in step 
S3 1, the cross-authentication block 17 (refer to FIG. 3) 
of the EMD service center 1 cross-authenticates the 



cross-authentication block 39 (refer to FIG. 11) of the 
content provider 2-1. If the content provider 2-1 is found 
a valid provider, the content provider management block 
12 of the EMD service center 1 sends the delivery key 
Kd supplied from the key server 14 to the content pro- 
vider 2-1 . Details of the cross-authentication processing 
will be described later with reference to FIGS. 40 
through 42. 

[01 66] Next, in step S32, the encryption block 36 of 
the content provider 2-1 receives the delivery key Kd 
sent from the EMD service center and stores it in step 

S33. 

[0167] Thus, when the encryption block 36 of the 
content provider 2-1 has stored the delivery key Kd. the 
delivery key supply processing comes to an end and the 
system proceeds to step S12 shown in FIG. 38. Before 
describing the processing of step Si 2 and so on, the 
cross-authentication (for checking for masquerading) in 
step S31 of FIG. 39 will be described by use of an 
example in which one common key is used (refer to FIG. 
40), another example in which two common keys are 
used (refer to FIG. 41), and still another example in 
which public key cryptography is used (refer to FIG. 42). 
[01 68] FIG. 40 shows a flowchart describing cross- 
authentication processing between the cross-authenti- 
cation block 39 of the content provider 2 and the cross- 
authentication block 17 of the EMD service center 1 by 
use of one common key and DES which is public key 
cryptography. In step S41, the cross-authentication 
block 39 of the content provider 2 generates a 64-bit 
random number R1 (this may be generated by the ran- 
dom number generation block 35). In step S42, the 
cross-authentication block 39 of the content provider 2 
encrypts on the basis of DES the random number R1 by 
the common key Kc stored in advance (this encryption 
may be made by the encryption block 36). In step S43, 
the cross-authentication block 39 sends the encrypted 
random number R1 to the cross-authentication block 17 
of the EMD service center 1 . 

[0169] In step S44, the cross-authentication block 
17 decrypts the received random number R1 by the 
stored common key Kc. In step S45, the cross-authenti- 
cation block 17 generates a 32-bit random number R2. 
In step S46, the cross-authentication block 17 trans- 
poses the low-order 32 bits of the decrypted 64-bit ran- 
dom number R1 with the random number R2 to 
generate a coherence R1 H ||R2. It should be noted here 
that Ri H denotes the higlvorder bits of Ri and A||B 
denotes a coherence between A and B (m-bit B is linked 
to the end of n-bit A to provide (n + m) bits). In step S47, 
the cross-authentication block 17 encrypts R1 H ||R2 by 
the common key Kc on the basis of DES. In step S48, 
the cross-authentication block 17 sends the encrypted 
R1 H IIR2 to the content provider 2. 
[0170] In step S49, the cross-authentication block 
39 of the content provider 2 decrypts the received 
R1 H ||R2 by the common key Kc. In step S50, the cross- 
authentication block 39 checks the high-order 32 bits 
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R1 H of the decrypted R1 H ||R2. H the highrorder 32 bits 
R1H are found matching the high-order 32 bits R1 H of 
the random number R1 generated in step S41 , it indi- 
cates that the EMD service center 1 is a valid center. 
Otherwise, this processing is aborted. In the case of 5 
matching, then, in step S51, the cross-authentication 
block 39 generates a 32-bit random number R3. In step 
S52, the cross-authentication block 39 sets the received 
decrypted 32-bit random number R2 to the upper and 
the generated random number R3 to the lower to pro- 10 
vide a coherence R2||R3. In step S53, on the basis of 
DES, the cross-authentication block 39 encrypts the 
coherence R2||R3 by the common key Kc. In step S54, 
the cross-authentication 39 sends the encrypted coher- 
ence R2|| R3 to the cross-authentication block 1 7 of the 15 
EMD service center 1 . 

[0171] In step S55, the cross-authentication block 
1 7 decrypts the received coherence R2|| R3 by the com- 
mon key Kc. In step S56, the cross-authentication block 
1 7 checks the high-order 32 bits of the decrypted coher- 20 
ence R2j|R3. If they are found matching the random 
number R2, the cross-authentication block 17 authenti- 
cates the content provider 2 as a valid provider; other- 
wise, the cross-authentication block 17 determines the 
content provider 2 to be an invalid provider and ends the 25 
processing. 

[0172] FIG. 41 is a flowchart describing cross- 
authentication processing between the cross-authenti- 
cation block 39 of the content provider 2 and the cross- 
authentication block 17 of the EMD service center 1 by 30 
use of two common keys Kc1 and Kc2 on the basis of 
DES. In step S61. the cross-authentication block 39 
generates a 64-bit random number R1. In step S62, the 
cross-authentication block 39 encrypts the random 
number R1 by the stored common key Kc1 on the basis 35 
of DES. In step S63, the cross-authentication block 39 
sends the encrypted random number R1 to the EMD 
service center 1 . 

[0173] In step S64, the cross-authentication block 
17 of the EMD service center 1 decrypts the received 40 
random number R1 by the stored common key Kcl. In 
step S65, the cross-authentication block 17 encrypts 
the random number R1 by the stored common key Kc2. 
In step S66, the cross-authentication block 17 gener- 
ates a 64-brt random number R2. In step S67, the cross- 45 
authentication block 17 encrypts the random number 
R2 by the common key Kc2. In step S68, the cross- 
authentication block 17 sends the encrypted random 
number R1 and the encrypted random number R2 to the 
cross-authentication block 39 of the content provider 2. so 
[0174] In step S69, the cross-authentication block 
39 decrypts the received random number R1 and ran- 
dom number R2 by the stored common key Kc2. In step 
S70. the cross-authentication block 39 checks the 
decrypted random number R1. If this random number 55 
R1 is found matching the random number R1 (before 
encryption) generated in step S61, the cross-authenti- 
cation block 39 authenticates the EMD service center 1 



as a valid center; otherwise, the cross-authentication 
block 39 determines the EMD service center 1 to be an 
invalid center and ends the processing. In step S71, the 
cross-authentication block 39 encrypts the decrypted 
random number R2 by the common key Kc1 . In step 
S72, the cross-authentication block 39 sends the 
encrypted random number R2 to the EMD service 
center 1. 

[0175] In step S73. the cross-authentication block 
17 decrypts the received random number R2 by the 
common key Kcl. In step S74, the cross-authentication 
block 17 checks the decrypted random number R2. If 
this decrypted random number R2 is found matching 
the random number R2 (before encryption) generated in 
step S66, the cross-authentication block 17 authenti- 
cates the content provider 2 as a valid provider; other- 
wise, the cross-authentication block 17 determines the 
content provider 2 to be an invalid provider and ends the 
processing. 

[0176] FIG. 42 shows a flowchart describing cross- 
authentication processing between the cross-authenti- 
cation block 39 of the content provider s and the cross- 
authentication block 17 of the EMD service center 1 by 
use of 160-bit elliptic curve cryptography of public key 
cryptography. In step S81, the cross-authentication 
block 39 generates a 64-bit random number R1 . In step 
S82, the cross-authentication block 39 sends a certifi- 
cate (obtained from certificate authority in advance) 
including the public key Kpcp of its own and the random 
number R1 to the cross-authentication block 1 7. 
[0177] In step S83, the cross-authentication block 
17 of the EMD service center 1 decrypts the signature 
(encrypted by the secret key Ksca of the certificate 
authority) of the received certificate by the previously 
acquired public key Kpca of the certificate authority, 
extracts the public key Kpcp of the content provider 2 
and the hash value of the name of the content provider 
2, and extracts the public key Kpcp of the content pro- 
vider 2 included in the certificate as plaintext and name 
of the content provider 2. If the certificate is found cor- 
rect, the signature of the certificate can be decrypted. 
The public key Kpcp and the hash value of the name of 
the content provider 2 obtained by the decryption match 
the public key Kpcp of the content provider 2 included in 
the certificate as plaintext and the hash value obtained 
by applying hash function to the name of the content 
provider 2, respectively. Thus, the public key Kpcp is 
authenticated to be the public key not tampered. If the 
signature cannot be decrypted or if the signature can be 
decrypted but there is no hash value match, it indicates 
that either the public key is not correct or the provider is 
not correct, and then the processing is ended. 
[0178] When a correct authentication result has 
been obtained, the cross-authentication block 17 gener- 
ates a 64-bit random number R2 in step S84. In step 
S85, the cross-authentication block 17 generates a 
coherence R1 1| R2. In step S86, the cross-authentica- 
tion block 17 encrypts the coherence R1 ||R2 by its own 



19 

NSDOCID: <EP 1043878A2J_> 



37 



EP i 043 878 A2 



38 



secret key Ksesc. In step S87, the cross-authentication 
block 17 encrypts the coherence R1|jR2 by the public 
key Kpcp of the content provider 2 obtained in step S83. 
In step S88, the cross-authentication block 1 7 sends the 
coherence R1||R2 encrypted by the secret key Ksesc, 5 
the coherence R1 ||R2 encrypted by the public key Kpcp, 
and the certificate (previously obtained from the certifi- 
cate authority) including its own public key Kpesc to the 
cross-authentication block 39 of the content provider 2. 
[0179] In step S89, cross-authentication block 39 10 
decrypts the signature of the received certificate by the 
previously obtained public key Kpca of the certificate 
authority and, if the signature is found correct, extracts 
the public key Kpesc from the certificate. This process- 
ing is generally the same as that of step S83 and there- 15 
fore its description will be skipped. In step S90, by use 
of the public key Kpesc obtained in step S89, the cross- 
authentication block 39 decrypts the coherence R1 ||R2 
encrypted by the secret key Ksesc of the EMD service 
center 1 . In step S91 , by use of its own secret key Kscp, 20 
the cross-authentication block 39 decrypts the 
encrypted coherence R1||R2. In step S92, the cross- 
authentication block 39 compares the coherence 
R1||R2 decrypted in step S90 with the coherence 
R1||R2 decrypted in step S91. rf a match is found, the 25 
cross-authentication block 39 authenticates the EMD 
service center 1 as a correct center; otherwise, the 
cross-authentication block 39 determines the center to 
be incorrect and ends the processing. 
[0180] If a correct authentication result has been 30 
obtained, the cross-authentication block 39 generates a 
64-bit random number R3 in step $93. In step S94, the 
cross-authentication block 39 generate a coherence 
R2||R3. In step S95, the cross-authentication block 39 
encrypts the coherence R2||R3 by the public key Kpesc 35 
obtained in step S89. In step S96, the cross-authentica- 
tion block 39 sends the encrypted coherence R2||R3 to 
the cross-authentication block 17 of the EMD service 
center 1. 

[0181] In step S97, the cross-authentication block 40 
1 7 decrypts the encrypted coherence R2||R3 by its own 
secret key Ksesc. In step S98, if the decrypted random 
number R2 is found matching the random number R2 
(before being encrypted) generated in step S84, the 
cross-authentication block 1 7 authenticates the content 45 
provider 2 as a correct provider; otherwise, the cross- 
authentication block 1 7 determines the content provider 
2 as incorrect and ends the processing. 
[0182] Thus, the cross-authentication block 17 of 
the EMD service center 1 and the cross-authentication so 
block 39 of the content provider 2 execute the cross- 
authenticating operations. The random numbers used 
in the cross-authentication are used for a temporary key 
Ktemp which is valid only for the processing that follows 
this cross-authentication processing. 55 
[0183] The following describes the processing of 
step S12 shown in FIG. 38. In step S12, processing is 
performed in which a content provider secure container 
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is supplied from the content provider 2-1 to the service 
provider 3-1 . Details of this processing will be described 
with reference to the flowchart of FIG. 43. To be more 
specific, the watermark attachment block 32 (refer to 
FIG. 11) of the content provide- 2-1 reads content A 
from the content server 31, inserts a predetermined 
watermark indicative of the content provider 2-1 into 
content A, and sends the resultant content to the com- 
pression block 33. 

[0184] In step S202, the compression block 33 of 
the content provider 2-1 compresses watermarked con- 
tent A by a predetermined scheme such as ATRAC2 
and supplies the compressed content to the encryption 
block 34. In step S203, the random generation block 35 
generates a random number that provides a content key 
KcoA and supplies it to the encryption block 34. 
[01 85] In step S204, the encryption block 34 of the 
content provider 2-1 encrypts the compressed water- 
marked content A by use of the random number 
(namely the content key KcoA) generated in the random 
generation block 35 on the basis of a predetermined 
cryptography such as DES. In step S205, on the basis 
of a predetermined cryptography such as DES, the 
encryption block 36 encrypts the content key KcoA by 
the delivery key Kd supplied from the EMD service 
center 1. 

[0186] In step S206, the secure container genera- 
tion block 38 of the content provider 2-1 computes a 
hash value by applying hash function to all of the con- 
tent A (encrypted by the content key KcoA), the content 
key KcoA (encrypted by the delivery key Kd) and the 
UCP A and UCP B (refer to FIG. 12) corresponding to 
the content A stored in the policy storage block 37 and 
encrypts the hash value with its own secret key Kscp, 
thereby generating a signature shown in FIG. 17. 
[0187] In step S207, the secure container genera- 
tion block 38 generates a content provider secure con- 
tainer shown in FIG. 17 which includes the content A 
(encrypted by the content key KcoA), the content key 
KcoA (encrypted by the delivery key Kd), the UCP A 
and UCP B (refer to FIG. 12), and the signature gener- 
ated in the step S206. 

[01 88] In step S208. the cross-authentication block 
39 of the content provider 2-1 cross-authenticates the 
cross-authentication block 45 (refer to FIG. 19) of the 
service provider 3-1. This authentication processing is 
generally the same as that described with reference to 
FIGS. 40 through 42 and therefore its description will be 
skipped. In step S209, the secure container generation 
block 38 of the content provider 2-1 attaches the certifi- 
cate (refer to FIG. 18) previously issued by the certifi- 
cate authority to the content provider secure container 
generated in step S207 and sends them to the service 
provider 3-1. 

[0189] Thus, when the content provider secure con- 
tainer has been supplied to the service provider 3-1 , the 
content provider secure container supply processing 
comes to an end and the system proceeds to step S13 
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shown in FIG. 38. 

[0190] In step S1 3, the service provider secure con- 
tainer is supplied from the service provider 3-1 to the 
user home network 5 (or the receiver 51). Details of this 
processing will be described with reference to the flow- s 
chart shown in FIG. 44. To be more specific, in step 
S22 1 , the value attachment block 42 (refer to FIG. 1 9) of 
the service provider 3-1 checks the signature included 
in the certificate (refer to FIG. 18) attached to the con- 
tent provider secure container supplied from the content w 
provider 2-1 . If the certificate is found untarnpered; the 
value attachment block 42 takes the public key Kpcp of 
the content provider 2-1 out of the certif icate. The signa- 
ture of the certificate is checked in the same manner as 
in the processing of step S83 shown in FIG. 42 and 75 
therefore the description of this checking will be 
skipped. 

[0191] In step S222. the value attachment block 42 
decrypts the signature of the content provider secure 
container supplied from the content provider 2-1 by the 20 
public key Kpcp thereof. The value attachment block 42 
matches the obtained hash value against the hash 
value obtained by applying hash function to all of the 
content A (encrypted by the content key KcoA), the con- 
tent key KcoA (encrypted by the deliver key Kd), and the 25 
UCP A and UCP B, thereby checking the content pro- 
vider secure container for tampering. If a mismatch is 
found (or the secure container is found tampered), this 
processing is aborted. In this example, however, it is 
assumed that no tampering has been found in the 30 
secure container and therefore the system proceeds to 
stepS223. 

[01 92] In step S223, the value attachment block 42 
takes the content A (encrypted by the content key 
KcoA), the content key KcoA (encrypted by the delivery 35 
key Kd), and the signature out of the content provider 
secure container and sends them to the content server 
41. The content server 41 receives and stores them. 
The value attachment block 42 also takes the UCP A 
and the UCP B out of the secure container and supplies 40 
them to the secure container generation block 44. 
[0193] In step 224, the value attachment block 42 
generates PT A-1 and PT A-2 (refer to FIG. 20) and PT 
B-1 and PT B-2 (refer to FIG. 22) on the basis of the 
extracted UCP A and UCP B and supplies the gener- 45 
ated PTs to the secure container generation block 44 of 
the service provider 3- 1 . 

[0194] In step S225, the secure container genera- 
tion block 44 generates the service provider secure con- 
tainer shown in FIG. 24 from the content A (encrypted so 
by the content key KcoA) and the content key KcoA 
(encrypted by the delivery key Kd) read from the content 
server 41 and the UCP A, UCP B, the signature of the 
content provider 2, the PT A-1. A-2. B-1, and B-2, and 
their signature. 55 
[0195] In step S226, the cross-authentication block 
45 of the service provider 3-1 cross-authenticates the 
cross-authentication block 71 (refer to FIG. 26) of the 



receiver 51. This cross-authentication processing is 
generally the same as the case described with refer- 
ence to FIGS. 40 through 42 and therefore the descrip- 
tion will be skipped. 

[0196] In step S227, the secure container genera- 
tion block 44 attaches the certificate (refer to FIG. 25) of 
the service provider 3-1 to the service provider secure 
container generated in step S225 and sends the result- 
ant secure container to the receiver 51 of the user home 
network 5. 

[01 97] Thus, when the service provider secure con- 
tainer has been supplied from the service provider 3-1 
to the receiver 51 , the service provider secure container 
supply processing comes to an end and the system pro- 
ceeds to step S14 shown in FIG. 38. 
[01 98] In step S1 4, the service provider secure con- 
tainer outputted from the service provider 3-1 is 
received by the receiver 51 of the user home network 5. 
Details of this processing will be described with refer- 
ence to the flowchart shown in FIG. 45. To be more spe- 
cific, in step S241, the cross-authentication module 71 
(refer to FIG. 26) of the receiver 51 cross-authenticates 
the cross-authentication block 45 (refer to FIG. 19) of 
the service provider 3-1 through the communication 
block 61. When this cross-authentication is successful, 
the communication block 61 receives the service pro- 
vider secure container (refer to FIG. 24) from the cross- 
authenticated service provider 3-1. ff this cross-authen- 
tication is unsuccessful, this processing is aborted. In 
this example, it is assumed that the cross-authentica- 
tion is successful and the system proceeds to step 
S242. 

[01 99] In step S242, the communication block 61 of 
the receiver 51 receives a public key certificate from the 
service provider 3-1 cross-authenticated in step S241. 
[0200] In step S243, the decryption/encryption 
module 74 of the receiver 51 checks the signature 
included in the service provider secure container 
received in step S241 for tampering. If the secure con- 
tainer is found tampered, this processing is aborted. In 
this example, it is assumed that the service container is 
found untampered and the system proceeds to step 
S244. 

[0201] In step S244, on the basis of the reference 
information 51 (refer to FIG. 32) stored in the storage 
module 73 of the receiver 51, the UCP satisfying the 
usage condition and the PT satisfying the price condi- 
tion are selected and displayed on the display block, not 
shown. The user F, referring to the descriptions of the 
displayed UCP and PT, selects one of the usage 
descriptions of the UCP by operating the operator block, 
not shown. The input control block 68 outputs a signal 
corresponding to the operation by user F to the SAM 62. 
[0202] In the present example, the content usage 
point of the content provider 2-1 is set to 222 in "Usage 
Point Information" of the reference information 51 of the 
receiver 51 as shown in FIG. 33. Namely, according to 
the reference information 51 , of the UCP A and the UCP 
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B set for the content A, the UCP A (refer to FIG. 12A) in 
which "User Condition 10" of "Usage Condition 10" is 
set to 200 points or more is selected. In addition, in 
"Settlement User Information" of the reference informa- 
tion 51 , user F is male, so that the condition set to "Price 
Condition 10" of PT A-1 (refer to FIG. 20A) is satisfied. 
Consequently, of the PT A-1 and the PT A-2 generated 
for the UCP A, the PT A-1 is selected. Eventually, the 
descriptions of the UCP A and the PT A-1 are displayed 
on the display block. As a result in this example, it is 
assumed that user F has selected the usage description 
1 1 (the price description 1 1 of PT A-1) of the UCP A. 
[0203] In step S245, the charging processing mod- 
ule 72 of the SAM 62 of the receiver 51 generates the 
UCS A (refer to FIG. 28) and information on charges A 
(refer to FIG. 30) on the basis of the description (the 
description of "Price Description 11" of the PT A-1) of 
"Usage Description 11" of the UCP A. Namely, in this 
case, the content A is purchased at a price of 2,000 yen 
and reproduced. 

[0204] In step S246, the content A (encrypted by 
the content key KcoA), the UCP A-1 , the PT A-1 and PT 
A-2, and the signature of the content provider 2 are 
taken out of the service provider secure container (refer 
to FIG. 24) and stored in the HDD 52. In step S247, the 
decryption unit 91 of the decryption/encryption module 
74 decrypts the content key KcoA (encrypted by the 
delivery key Kd) included in the service provider secure 
container by the delivery key Kd stored in the storage 
module 73. 

[0205] In step S248, the encryption unit 93 of the 
decryption/encryption module 74 encrypts the content 
key KcoA decrypted in step S247 by the save key Ksave 
stored in the storage module 73. 
[0206] In step S249, the data check module 75 of 
the receiver 51 detects the block Bp of the usage infor- 
mation storage block 63 A (refer to FIG. 29) of the exter- 
nal storage block 63 in which the content key KcoA 
encrypted by the save key Ksave in step S248 and the 
UCS A generated in step S245 are stored in a pair: In 
the present example, the block Bp-1 of the usage infor- 
mation storage block 63A is detected. It should be noted 
that, in the usage information storage block 63A shown 
in FIG. 29, the content key KcoA and the UCS A are 
shown as stored in the usage information memory area 45 
Rp-3 of the block Bp-1 , but, at this point of time, these 
are not stored in the Rp-3, which stores instead prede- 
termined initial information indicative that the Rp-3 is 
free. 

[0207] In step S250, the data check module 75 of so 
the receiver 51 obtains a hash value by applying hash 
function to the data (all data stored in the usage infor- 
mation memory areas Rp-1 through Rp-N) in the block 
Bp-1 detected in step S249. Next, in step S251 , the data 
check module 75 compares the hash value obtained in 55 
step S250 with the check value Hp-i (refer to FIG. 31 ) 
corresponding to the block Bp-1 stored in the storage 
module 73. If a match is found, it indicates that the data 



in the block Bp-1 are not tampered, so that the system 
proceeds to step S252. 

[0208] In step S252, the SAM 62 of the receiver 51 
stores the usage information (the content key KcoA 
encrypted by the save key Ksave in step 248 and the 
UCS A (refer to FIG. 28) generated in step S245) into 
the usage information memory area Rp-3 of the block 
Bp-1 of the external storage block 63. 
[0209] In step S253. the data check module 75 of 
the receiver 51 computes a hash value by applying hash 
function to all data stored in the block Bp-1 of the usage 
information storage block 63A to which the usage infor- 
mation memory area Ffc-3 in which the usage informa- 
tion was stored in step S252. In step S254, the data 
check module 75 writes the obtained hash value over 
the check value Hp-1 stored in the storage module 73. 
In step S255, the charging processing module 72 stores 
the information on charges A generated in step S245 
into the storage module 73, upon which the processing 
comes to an end. 

[0210] If, in step S251, no match is found between 
the computed hash value and the check value Hp-1, it 
indicates that the data in the block Bp-1 are tampered. 
The system proceeds to step S256. in which the data 
check module 75 determines whether all blocks Bp of 
the usage information storage block 63A of the external 
storage block 63 have been checked. If all blocks Bp are 
found not checked, then, in step S257. the data check 
module 75 checks the usage information storage block 
63A for other free blocks Bp. Then, back to step S250, 
the processing is repeated. 

[0211] In step S256, if all blocks Bp of the usage 
information storage block 63A are found checked, it indi- 
cates that there is no block Bp (usage information mem- 
ory area Rp) that can store usage information, upon 
which the service provider secure container receiving 
processing comes to an end. 

[021 2] Thus, when the service provider secure con- 
tainer has been received by the receiver 51, the 
processing comes to an end and the system proceeds 
to step S1 5 shown in FIG. 38. 

[021 3] In step S1 5, the supplied content A is used in 
the receiver 51. In this case, according to the usage 
description 1 1 of the selected UCP A. the content A is 
used by reproduction. Therefore, the following 
describes the processing of reproducing the content A 
with reference to the flowchart shown in FIG. 46. 
[0214] In step S261. the data check module 75 of 
the receiver 51 computes a hash value by applying hash 
function to the data in the block Bp-1 of the usage infor- 
mation storage block 63A to which the usage informa- 
tion memory area Rp-3 storing the content key KcoA 
(encrypted by the save key Ksave) and the UCS A 
belongs, in step S252 shown in FIG. 45. 
[0215] In step S262, the data check module 75 
compares the hash value computed in step S261 and 
the hash value computed in step S253 of FIG. 45 and 
stored in the storage module 73 in step S254. If a match 
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is found, it indicates that the data in the block Bp-1 are 
not tampered. The system proceeds to step S263. 
[0216] In step S263, it is determined, on the basis 
of the information indicated by "Parameter" of "Usage 
Description" of the UCS A (refer to FIG. 28), whether the 
content A is usable or not For example, in the UCS in 
which "Form" of "Usage Description" is "time-limited 
reproduction," its "Parameter" stores the start and end 
periods (or times) of the reproduction, so that the cur- 
rent time is checked whether it is inside the time limit 
range. If the current time is found inside the time limit 
range, it is determined that corresponding content is 
usable; otherwise, the content is unusable. In the UCS 
in which "Form" of "Usage Description" is the reproduc- 
tion (or duplication) only by a predetermined number of 
times, its "Parameter" stores the remaining number of 
times the content can be used. In this case, if the 
number of times set to "Parameter" is not zero, it is 
determined that the corresponding content is usable. If 
the number of times is zero, it is determined that the cor- 
responding content is unusable. 

[021 7] "Form" of "Usage Description" of the UCS A 
is "reproduction by purchase," so that, in this case, the 
content A is purchased and reproduced without condi- 
tion. Namely, "Parameter" of "Usage Description" of the 
UCS A stores the information indicative of usability of 
content. Hence, in the present example, it is determined 
in step S263, that the content A is usable and the sys- 
tem proceeds to step S264. 

[0218] In step S264, the charging processing mod- 
ule 72 of the receiver 51 updates the UCS A. Although 
information to be updated is not included in the UCS A, 
if "Form" of "Usage Description" is the reproduction only 
by the predetermined number of times, the reproduction 
count set to the "Parameter" is decremented by one. 
[021 9] Next, in step S265, the receiver 51 stores the 
UCS A (actually not updated) updated in step S264 into 
the usage information memory area Rp-3 of the block 
Bp-l of the usage information storage block 63 A. In step 
S266, tine data check module 75 computes a hash value 
by applying hash function to the data in the block Bp-1 
of the usage information storage block 63A in which the 
UCS A was stored in step S265 and writes the com- 
puted hash value over the check value Hp-1 stored in 
the storage module 73. 

[0220] In step S267, the cross-authentication mod- 
ule 71 of the SAM 62 cross-authenticates the cross- 
authentication module 101 of the decompression block 
64 and the SAM 62 and the decompression block 64 
share temporary key Ktemp. This cross-authentication 
processing is generally the same as described with ref- 
erence to FIGS. 40 through 42 and therefore its descrip- 
tion will be skipped. Random numbers R1 , R2, R3 or 
their combination used for cross-authentication is used 
as the temporary key Ktemp. 

[0221] In step S268, the decryption unit 91 of the 
decryption/encryption module 74 decrypts the content 
key KcoA (encrypted by the save Ksave) stored in the 



block Bp-1 (the usage information memory area Rp-3) 
of the usage information storage block 63 A in step S252 
of FIG. 45 by the save key Ksave stored in the storage 
module 73. 

5 [0222] Next, in step S269, the encryption unit 93 of 
the decryption/encryption module 74 encrypts the 
decrypted content key KcoA by temporary key Ktemp. 
In step S270, the SAM 62 sends the content key KcoA 
encrypted by temporary key Ktemp to the decompres- 

io sion block 64: 

[0223] In step S271, the decryption module 102 of 
the decompression block 64 decrypts the content key 
KcoA by temporary key Ktemp. In step S272, the 
decompression block 64 receives the content A 

75 (encrypted by the content key Kco) stored in the HDD 
52. In step S273, the decryption module 103 of the 
decompression block 64 decrypts the content A 
(encrypted by the content key Kco) by the content key 
KcoA. 

20 [0224] In step S274, the decompression module 
104 of the decompression block 64 decompresses the 
decrypted content A by a predetermined scheme such 
as ATRAC2. In step S275, the watermark attachment 
module 105 of the decompression block 64 inserts a 

25 predetermined watermark identifying the receiver 51 
into the decompressed content A. In step S276, the 
content A is outputted to a speaker, not shown, for 
example, upon which the content reproduction process- 
ing comes to an end. 

30 [0225] In step S262, if the hash value computed in 
step S261 is found not matching the hash value stored 
in the storage module 73 of the receiver 51 or, if the con- 
tent is found unusable, then the SAM 62 executes, in 
step 5263, a predetermined error handling operation 

3s such as displaying an error message on a display block 
not shown through the display control block 67, upon 
which the content reproduction processing is aborted. 
[0226] Thus, when the content A is reproduced (or 
used) in the receiver 51, the content reproduction 

40 processing as well as the content A usage processing 
shown in FIG. 38 come to an end. 
[0227] The following describes the processing of 
settling the charges of the receiver 51 with reference to 
the flowchart shown in FIG. 47. It should be noted that 

45 this settlement processing starts when an added-up 
charges exceeds a predetermined upper limit amount 
(namely, the upper limit amount for official or provisional 
registration) or the version of delivery key Kd has 
become obsolete and therefore cannot decrypt the con- 
so tent key Kco (encrypted by delivery key Kd) in step 
S247 of FIG. 45 for example (namely, the service pro- 
vider secure container cannot be received). 
[0228] To be specific, in step S301 , cross-authenti- 
cation is executed between the receiver 51 and the 

55 EMD service center 1 . This cross-certification is gener- 
ally the same as described with reference to FIGS. 40 
through 42 and therefore its description will be skipped. 
[0229] Next, in step S302, the SAM 62 of the 
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receiver 51 sends a certificate to the user management 
block 1 8 (refer to FIG. 3) of the EMD service center 1 . In 
step S303, the SAM 62 encrypts the UCP stored in the 
HDD 52 corresponding to the charges (or information 
on charges) to be settled by use of temporary key 5 
Ktemp shared by the EMD service center 1 in step 
S301 Then the SAM 62 sends the encrypted UCP to 
the EMD service center 1 along with the version of the 
delivery key Kd stored in the storage module 73, infor- 
mation on charges (for example, information on charges w 
A shown in FIG. 30). and a registration list (as shown in 
FIG. 34 for example) stored in the HDD 52. 
[0230] In step S304. the user management block 1 8 
of the EMD service center 1 receives and decrypts the 
information supplied from the receiver 51 in step S303 is 
and checks to see if there is any unauthorized action in 
the receiver 51 that sets "stop" to Status Flag" of the 
registration list. 

[0231] In step S305. the charging block 19 of the 
EMD service center 1 analyzes the information on 20 
charges received in step S303 to execute processing 
such as computing the amount due of a user (user F for 
example). Next in step S306, the user management 
block 18 confirms by the processing of step S305 
whether the settlement has been successful or not. 25 
[0232] Next, in step S307. on the basis of the confir- 
mation made in step S304 and the confirmation made in 
step S306. the user management block 1 8 sets the reg- 
istration condition of the receiver 51 and attaches a sig- 
nature thereto to form the registration list of the receiver 30 
51. 

[0233] For example, if an unauthorized action is 
found in step S304. "stop" is set to "Status Flag" of the 
registration list. In this case, the further processing is all 
stopped. Namely, the receiver 51 cannot receive the 35 
services of the EMD system. If the settlement is found 
unsuccessful in step S306, "limited" is set to "Status 
Flag" of the registration list. In this case, the receiver 51 
can reproduce the already purchased content but can- 
not purchase new content. 40 
[0234] Next, in step S308, the user management 
block 18 encrypts the delivery key Kd of the latest ver- 
sion (the delivery keys Kd of the latest version for 3 
months) and the registration list generated in step S307 
by temporary key Ktemp and sends the encrypted keys 45 
and list to the receiver 51 . 

[0235] In step S309, the SAM 62 receives the deliv- 
ery keys Kd and the registration list through the commu- 
nication block 61, decrypts them, and stores the 
decrypted delivery keys and registration list into the so 
storage module 73. At this moment, the information on 
charges stored in the storage module 73 is deleted and 
the registration list and the delivery keys Kd are updated 
by new ones. 

[0236] The following describes the processing in ss 
which the receiver 201 not yet registered in the EMD 
system is registered with user A, who is a purchaser, as 
the settlement user. The flowchart shown in FIG. 48 



indicates the processing procedure of the receiver 201 
for executing this registration processing. 
[0237] In step S401, user A who purchased the 
receiver 201 enters predetermined information in the 
registration form attached to the receiver 201 and sends 
the completed registration form to the managing com- 
pany that manages the EMD service carter 1 . As shown 
in FIG. 49, this registration form has entries such as the 
ID of the SAM of the device (in this case, the ID of the 
SAM 212 of the receiver 201), user's name, address, 
telephone number, settlement organization information 
(for example, user's credit card number), birthday, age, 
gender, password, user ID, and settlement ID. 
[0238] ft should be noted that the user's password, 
ID and settlement ID are given when the receiver 201 
has been registered (officially registered or provisionally 
registered), so that, at this point of time, user A does not 
hold these items of information. Therefore, in ihis case, 
user A enters in the registration form the other items of 
information, namely user A's name, address, telephone 
number, settlement organization information, birthday, 
age, and gender (unless there is no need for especially 
making distinction between these items of information, 
they are hereafter generically referred to as user gen- 
eral information). 

[0239] Also, in this case, because user A is regis- 
tered as a settlement user of the receiver 201. credit 
granting processing is executed for user A. Therefore, 
user A must always enter into the registration form the 
user A's name, address, telephone number, and settle- 
ment organization information, of the user general infor- 
mation, to be used for the credit granting processing. 
[0240] Next, in step S402, user A performs an oper- 
ation on the receiver 201 for sending to the EMD service 
center 1 a predetermined usage start signal indicative 
of the start of using content in the receiver 201. This 
causes cross-authentication between the cross-authen- 
tication module 221 (refer to FIG. 35) of the receiver 201 
and the cross-authentication block 17 (refer to FIG. 3) of 
the EMD service center 1 . The usage start signal is sent 
to the EMD service center 1 through the communication 
block 21 1 of the receiver 201 . It should be noted that the 
usage start signal includes the ID of the SAM of the 
device (in this case, the ID of the SAM 212 of the 
receiver 201) for which usage start is requested. 
[0241] In step S403, the receiver 201 receives and 
stores the delivery key Kd for 1 month (see FIG. 8), the 
upper limit amount for provisional registration, the ID of 
user A, the password of user A, and the user general 
information entered in the registration form, in step 
S401 , from the EMD service center 1 at the provisional 
registration into the EMD system (hereafter, unless it is 
necessary to make distinction between these items of 
information, they are generically referred to as provi- 
sional registration information). To be more specific, 
before receiving the information from the EMD sen/ice 
center 1, cross-authentication is executed between the 
cross-authentication module 221 of the receiver 201 
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and the cross-authentication block 17 of the EMD serv- 
ice center 1 to share temporary key Ktemp. Then, the 
information from the EMD service center 1 received 
through the communication block 211 of the receiver 
201 is decrypted by the temporary key Ktemp shared by 5 
the EMD service center 1 in the decryption/encryption 
module 224. The decrypted information is outputted to 
the storage module 223. 

[0242] Thus, the storage module 223 stores the 
delivery key Kd (encrypted by the save key Ksave) for 1 10 
month in addition to the information (refer to FIG. 36) 
stored before this registration processing starts. At the 
same time, the reference information 201 stored in the 
storage module 223 has, in addition to the information 
(refer to FIG. 37) stored before, "upper limit amount for 15 
provisional registration" set to "Upper Limit Amount of 
Charging" and the user generation information of user 
A, the ID of user A, and the password of user A set to 
"Settlement User Information" as shown in FIG. 51 . 
[0243] Next, in step S404, the receiver 201 receives 20 
and stores the delivery keys Kd for 3 months, the upper 
limit amount for official registration, and the settlement 
ID of user A (hereafter, unless it is necessary to make 
distinction between these items of information supplied 
from the EMD service center 1, they are generically 25 
referred to as official registration information) which are 
supplied from the EMD service center 1 when the 
receiver 201 has been officially registered in the EMD 
system. The specific processing to be executed here is 
generally the same as that of step S403 and therefore 30 
its description will be skipped. Consequently, the stor- 
age module 223 of the receiver 201 stores, as shown in 
FIG. 52, the delivery keys Kd for 3 months instead of the 
delivery key Kd for 1 month for the information (refer to 
FIG. 50) stored before. At the same time, the reference 35 
information 201 has "upper limit amount for official reg- 
istration'' set to "Upper Limit Amount of Charging" and 
"settlement ID of user A" set to "Settlement ID." 
[0244] Thus, the receiver 201 has been registered 
in the EMD system with user A as the settlement user. 40 
This allows user A to use content at the receiver 201 . 
[0245] The following describes the processing pro- 
cedure of the EMD service center 1 for executing the 
above-mentioned processing, namely, registration of 
the receiver 201 into the EMD system with user A as the 45 
settlement user, with reference to the flowchart shown 
in FIG. 54. 

[0246] In step S411, the managing company for 
managing the EMD service center 1 receives the regis- 
tration form (refer to S401 of FIG. 48) of user A and so 
inputs the information entered in the registration form 
into the EMD service center 1 . This causes the user 
general information (name, address, telephone number, 
settlement organization information, birthday, age, and 
gender) of user A to be stored in "Settlement User Infer- ss 
mation" corresponding to the ID of the SAM 212 of the 
receiver 201 of the system registration information held 
by the user management block 18 of the EMD service 



center 1 as shown in FIG. 55. 

[0247] In step S41 2, the user management block 1 8 
references the system registration information to check 
to see if the settlement ID is set to "Settlement ID" cor- 
responding to the ID of the SAM shown in the registra- 
tion form (in this example, the ID of the SAM 212 of the 
receiver 201). In the present example, as shown in FIG. 
55. nothing is set to this "Settlement ID," so that the user 
management block 18 determines that no settlement ID 
is set. Then, the system proceeds to step S413. 
[0248] In step S413, the registration processing by 
credit granting starts. Details of this processing are 
shown in the flowchart of FIG. 56. To be more specific, 
in step S421 , the cashier block 20 (refer to FIG. 3) of the 
EMD service center 1 communicates the settlement 
organization of user A for example to start the credit 
granting processing for user A on the basis of the name, 
address, telephone number, and settlement organiza- 
tion information of the user A entered in the registration 
form. 

[0249] In step S422, the user management block 1 8 
determines whether the usage start signal from the 
receiver 201 (refer to step S402 of FIG. 48) has been 
received. If the signal is found received, then, in step 
S423. the user management block 18 determines 
whether the credit granting processing started in step 
S421 has been completed. 

[0250] If the credit granting processing is not com- 
pleted in step S423, then, in step S424, the user man- 
agement block 18 assigns the ID and password of user 
A, sets them to "Settlement User Information" corre- 
sponding to the ID of the SAM 212 of the system regis- 
tration information as shown in FIG. 57, and sends the 
resultant system registration information to the receiver 
201 along with the delivery key Kd for 1 month and the 
information indicative of the upper limit amount for pro- 
visional registration. The receiver 201 receives them 
(refer to step S403 of FIG. 48). It should be noted that, 
in this example, the provisional registration information 
is assumed to be sent to the receiver 201 in several 
hours after the EMD service center 1 receives the 
usage start signal. 

[0251] Next, in step S425, the user management 
block 18 waits until the credit granting processing 
started in step S421 has been completed. Upon com- 
pletion, the user management block 18 determines in 
step S426 whether the receiver 201 can be officially 
registered into the EMD system on the basis of the 
result of the credit granting processing. 
[0252] In step S426, if the user management block 
18 determines that receiver 201 can be officially regis- 
tered, then the user management block 18 assigns a 
settlement ID to user A in step S427, sets the assigned 
settlement ID to "Settlement ID" corresponding to the ID 
of the SAM 212 of the system registration information as 
shown in FIG. 58, and sends the system registration 
information to the receiver 201 along with the delivery 
keys Kd for 3 months generated in the key server 1 4 and 
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the information indicative of the upper limit amount for 
official registration. The receiver 201 receives them 
(refer to step S404 of FIG. 48). It should be noted that, 
in the present example, the credit granting processing 
started in step S421 is completed in about 1 week. 5 
Namely, the official registration information is sent to the 
receiver 201 two weeks after the registration form has 
been sent to the managing company. 
[0253] If the usage start signal is found not received 
in step S422, then the user management block 18 w 
determines in step S428 whether the credit granting 
processing has been completed. If the credit granting 
processing is found not completed, the system returns 
to step S422 to repeat the processing. 
[0254] If the credit granting processing is found is 
completed in step S428, namely, completed before the 
usage start signal is received, or if the credit granting 
processing is found completed in step S423, namely 
completed before the provisional registration informa- 
tion is sent, the system proceeds to step S429. 
[0255] In step S429, the user management block 18 
assigns the ID, password, and settlement ID of user A, 
sets them to "Settlement User Information" correspond- 
ing to the ID of the SAM 212, and sends it to the receiver 
201 along with the delivery keys Kd for 3 months gener- 
ated by the key server 14, the information indicative of 
the upper limit amount for official registration, and the 
user general information. It should be noted that, with 
reference to the flowchart of FIG. 48, the credit granting 
processing has been completed after sending of the 30 
provisional registration information to the receiver 201 . 
[0256] If the receiver 201 is found in step S426 not 
officially registered in the EMD system, the processing 
of step S427 is skipped, upon which this registration 
processing ends. It should be noted, if this happens, the 3s 
user ID, password, and user general information set to 
the system registration information in step S424 are 
deleted. 

[0257] Thus, the provisional registration is provided 
after the completion of the credit granting processing 40 
taking about 1 week and before the official registration. 
Consequently, user A can use content in several hours 
after purchasing the receiver 201 . 
[0258] Meanwhile, as described, if, in the registered 
receiver 20 1 , the added up charges exceeds a predeter- 45 
mined upper limit amount (the upper limit amount for 
provisional or officiarregistration) or the content key Kco 
(encrypted by delivery key Kd) cannot be decrypted, 
namely the version of the delivery key Kd held in the 
receiver 201 becomes older than the version of the so 
delivery key Kd encrypting the content key Kco. the 
processing for settling the charges described by the 
flowchart of FIG. 47 starts. For example, by the process- 
ing of step S303 of FIG. 47, the registration list, the 
information on charges, the version of delivery key Kd, 55 
and the encrypted UCP are sent to the EMD service 
center 1 . However, the receiver 201 on which the above- 
mentioned registration processing has been performed 



holds no registration list, so that before starting the set- 
tlement processing, the processing for acquiring the 
registration list is executed. The following describes the 
procedure of this registration list acquisition processing 
with reference to the flowchart of FIG. 59. 
[0259] In step S441, cross-authentication is exe- 
cuted between the cross-authentication module 221 of 
the receiver 201 and the cross-authentication block 17 
of the EMD service center. Then, the SAM 212 of the 
receiver 201 sends a certificate to the EMD service 
center 1. In step S442. the SAM 212 of the receiver 201 
reads the ID of the SAM 212 from "SAM ID" in the refer- 
ence information 201 (refer to FIG. 53) stored in the 
storage module 223. encrypts the ID by temporary key 
Ktemp, and sends the encrypted ID to the EMD service 
center 1. 

[0260] In step S443. the user management block 1 8 
of the EMD service center 1 receives the ID of the SAM 
212, decrypts it, and determines whether the ID of SAM 
20 212 is stored in the system registration information 
(refer to FIG. 58). If the ID is found stored, the system 
proceeds to step S444. In the present example, this ID 
is stored in the system registration information. 
[0261 ] In step S444, the user management block 1 8 
checks the receiver 201 for any unauthorized action that 
sets "stop" to "Status Rag" of the registration list. 
[0262] In step S445, the cashier block 20 of the 
EMD service center 1 communicates with the settle- 
ment organization for example to check to see rf the 
credit granting processing for user A has been com- 
pleted on the basis of the settlement organization infor- 
mation of user A received in step S442. 
[0263] Next, in step S446, on the basis of the confir- 
mation results of steps 444 and 445, the user manage- 
ment block 18 sets the registration condition of the 
receiver 201 arid attaches a signature thereto to form 
the registration list of the receiver 201 as shown in FIG. 
60. In the present example, "not limited" is set to "Status 
Flag" of the registration list 

[0264] In step S447, the user management block 1 8 
encrypts the registration list prepared in step S446 by 
temporary key Ktemp and sends the encrypted registra- 
tion list to the receiver 201. In step S448, the SAM 212 
of the receiver 201 decrypts the received registration list 
by temporary key Ktemp and stores the decrypted list 
into the HDD 202 through the interface 216. Conse- 
quently, the receiver 201 holds the various items of 
information shown in FIG. 61 A in the storage module 
223 and the registration list in the HDD 202. 
[0265] In step S443, if the SAM 212 is found not 
stored in the system registration inforrhation, this regis- 
tration list acquisition processing ends. 
[0266] Thus, the receiver 201 acquires the registra- 
tion Bst as shown in FIG. 60. If. in step S444. an unau- 
thorized action is detected and "stop" is set to "Status 
Flag" of the registration list, the receiver 201 cannot 
receive any service from the EMD system even if the 
receiver 201 has been registered either officially or pro- 
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visionally. 

[0267] If, in step S445, the credit granting process- 
ing is found not completed and limited'' is set to "Status 
Flag" of the registration list, the receiver 201 can use 
already purchased content but cannot purchase new 
content. Namely, the purchase of content in provisional 
registration is limited (or suppressed). 
[0268] The following describes the processing pro- 
cedure in which a newly fabricated receiver 301 is reg- 
istered in the EMD system with user A (the settlement 
user of the receiver 201) as the settlement user The 
description starts with an exemplary configuration of the 
receiver 301 with reference to FIG. 62. 
[0269] The receiver 301 has a SAM 31 1 through a 
communication block 314 which are basically the same 
in function as the SAM 212 through the communication 
block 215 of the receiver 201. But the receiver 301 is a 
portable device which has none of the components cor- 
responding to the communication block 21 1 , the inter- 
face 216, the display control block 217, and the input 
control block 218 of the receiver 201 and is connected 
to no HDD. 

[0270] Because the receiver 301 has no capability 
corresponding to the communication block 21 1 of the 
receiver 201 . the receiver 301 cannot communicate with 
the EMD service center 1 and the service provider 3. 
Besides, because the receiver 301 has none of the 
capabilities corresponding to the display control block 
217 and the input control block 218 of the receiver 201 , 
the receiver 301 cannot output the descriptions of UCP 
and PT and does not allow the user to select a predeter- 
mined usage description from UCP. In other words, the 
receiver 301 is a subordinate device and therefore its 
device number is below 100, namely 25 for example. It 
should be noted that user A can purchase content 
through the receiver 301 but the charges therefor is 
processed in the receiver 51. Namely, the receiver 301 
has a content purchase capability but has no settlement 
capability. 

[0271] At this point of time, the receiver 301 has not 
been registered in the EMD system. Therefore, a stor- 
age module 323 of the SAM 311 stores reference infor- 
mation 301 having only the ID of the SAM 311 and the 
device number (25) of the receiver 301 as shown in FIG. 
63, and the public key Kpu of the SAM 311, the secret 
key Ksu of the SAM 31 1, the public key Kpesc of the 
EMD service center 1, the public key of the certificate 
authority, save key Ksave, the certificate of the SAM 
31 1 , and the check values Hp as shown in FIG. 64. In 
FIG. 64, the delivery key Kd in halftone is not stored. 
[0272] It should be noted that, at this point of time, 
the user management block 18 of the EMD service 
center 1 holds the system registration information to 
which the SAM 311 of the receiver 301 and its device 
number (25) are set. 

[0273] The following describes the processing pro- 
cedure in which the receiver 301 is registered in the 
EMD system with user A as a settlement user with ref- 



erence to the flowchart shown in FIG. 66. 
[0274] In step S461 , user A enters the settlement ID 
acquired in step S404 of FIG. 48 into a registration form 
shown in FIG. 67 (having entries for the ID of the SAM 
5 31 1 of the receiver 301 ) and sends the completed form 
to the managing company. 

[0275] Next, in step S462, user A performs an oper- 
ation on the receiver 201 for sending to the EMD service 
center 1 a predetermined usage start signal indicative 

10 of the start of using content in the receiver 301. This 
causes cross-authentication between the cross-authen- 
tication module 221 (refer to FIG. 35) of the receiver 201 
and the cross-authentication block 1 7 (refer to FIG. 3) of 
the EMD service center 1. The usage start signal (with 

15 the ID of the SAM 311 set as the usage start request 
source) is sent to the EMD service center 1 through the 
communication block 21 1 of the receiver 201. It should 
be noted that, in the present example, because the 
receiver 301 has no capability of communicating with 

20 the EMD service center 1 , user A operates the receiver 
201 instead of the receiver 301 . 

[0276] In step S463, the receiver 201 receives the 
provisional registration information (the delivery key Kd 
for 1 month (see FIG. 8), the information indicative of 

25 the upper limit amount for provisional registration, and 
the general information, ID. and password of user A) 
supplied from the EMD service center 1. To be more 
specific, before receiving the information supplied from 
the EMD service center 1, cross-authentication is exe- 

30 cuted between the cross-authentication module 221 of 
the receiver 201 and the cross-authentication block 17 
of the EMD service center 1 to share temporary key 
Ktemp. Then, the information from the EMD service 
center 1 is received through the communication block 

35 21 1 of the receiver 201 . The information received 
through the communication block 211 is decrypted in 
the decryption/encryption module 224 of the receiver 
201 by the temporary key Ktemp shared by the EMD 
service center 1 and the decrypted information is tem- 

40 porarily stored by the SAM 212. 

[0277] Next, in step S464, the receiver 201 sends 
the provisional registration information received from 
the EMD service center 1 in step S463 to the receiver 
301 . To be more specif ic, before sending the information 

45 to the receiver 301, cross-authentication is executed 
between the cross-authentication module 221 of the 
receiver 201 and the cross-authentication module 321 
(refer to FIG. 62) of the receiver 301 to share temporary 
key Ktemp. Then, in step S463, the provisional registra- 

50 tion information temporarily stored in the SAM 212 of 
the receiver 201 is encrypted in the decryption/encryp- 
tion module 224 by the temporary key Ktemp. The 
encrypted information is sent to the receiver 301 
through the communication block 215. 

55 [0278] In step S465. the receiver 301 receives and 
stores the provisional registration information sent from 
the receiver 201. To be more specific, the provisional 
registration information is decrypted in the decryp- 
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tion/encryption module 324 of the receiver 301 by the 
temporary key Ktemp shared by the receiver 201 and 
the decrypted information is stored in the storage mod- 
ule 323. 

[0279] Next, in step S466. the receiver 201 receives 5 
the official registration information (the delivery keys Kd 
for 3 months, the upper limit amount for official registra- 
tion, and the settlement ID of user A) supplied from the 
EMD service center 1 upon the official registration in the 
EMD system. The specific processing here is generally 10 
the same as that of step S463 and therefore its descrip- 
tion will be skipped. 

[0280] In step S467, the receiver 201 sends the offi- 
cial registration information received in step S466 to the 
receiver 301. The specific processing here is generally is 
the same as that of step S464 and therefore its descrip- 
tion will be skipped. 

[0281] tn step S468, the receiver 301 receives and 
stores the official registration information. The specific 
processing here is generally the same as that of step 20 
S465 and therefore details thereof will be skipped. 
Thus, the storage module 323 of the receiver 30 1 stores 
the delivery keys Kd for 3 months as shown in FIG. 68, 
the settlement ID of user A in Settlement ID," the infor- 
mation indicative of the upper limit amount for official 2s 
registration in "Upper Limit Amount of charging," and 
the reference information 301 in which the general infor- 
mation, ID and password of user A are set to "Settle- 
ment User Information" as shown in FIG. 69. 
[0282] Thus, the receiver 301 is registered in the 30 
EMD system with user A as the settlement user. It 
should be noted that, in this state, the receiver 301 
holds no registration list. Therefore, registration list 
acquisition processing such as described with reference 
to the flowchart of FIG. 59 must also be executed in the 35 
receiver 301 before starting the settlement processing. 
[0283] The following describes the processing pro- 
cedure of the EMD service center 1 in executing the 
above-mentioned processing of registering the receiver 
301 with user A as registered user, with reference to the 40 
flowchart of FIG. 54. 

[0284] In steps S41 1 and S412. generally the same 
processing as registering the receiver 201 with user A 
as a settlement user and therefore details thereof will be 
skipped. In this case, the user management block i 8 of 45 
the EMD service center 1 determines in step S412 that 
the settlement ID of user A entered in the registration 
form (as shown in step S461 of FIG. 66) is stored in the 
system registration information (refer to FIG. 65) (in this 
case, this settlement ID is stored in correspondence so 
with the ID of the SAM 212), and the processing goes 
on to step S4 14. 

[0285] In step S414. the registration processing by 
procedure confirmation is executed. Details of this 
processing are described with reference to the flowchart 55 
of FIG. 70. Namely, in step S471, procedure confirma- 
tion processing is executed. To be specific, the manag- 
ing company of the EMD service center 1 



communicates with user A to confirm that the registra- 
tion form has been sent to user A, for example. 
[0286] In step S472, the user management block 1 8 
of the EMD service center 1 determines whether the 
usage start signal (as shown in step S462 of FIG. 66) 
supplied from the receiver 20 1 has been received. If the 
signal is found received, then, in step S473. the user 
management block 18 determines whether the proce- 
dure confirmation processing started in step S471 has 
been completed. 

[0287] If. in step S473, the procedure confirmation 
processing is found not completed, the user manage- 
ment block 18 reads in step S474 the information (the 
general information. ID, and password of user A) in "Set- 
tlement User Information" corresponding to "Settlement 
ID" having the settlement ID of user A in the system reg- 
istration information (refer to FIG 65), sets this informa- 
tion to "Settlement User information" corresponding to 
the ID (the ID of the SAM entered in the registration 
form) of the SAM 311 of the receiver 301 as shown in 
FIG. 71 , and sends the system registration information 
to the receiver 201 along with the delivery key Kd for 1 
month generated by the key server 14 and the informa- 
tion indicative of the upper limit amount for provisional 
registration. The receiver 201 receives them (refer to 
step S463 of FIG. 66). It should be noted that, before 
the provisional registration information of the receiver 
301 is sent from the EMD service cent©- 1 to the 
receiver 201. cross-authentication is executed between 
the receiver 201 and the EMD service center 1 to share 
temporary key Ktemp. The information to be sent from 
the EMD service center 1 to the receiver 201 is 
encrypted by this temporary key Ktemp 
[0288] Next, in step S475. the user management 
block 18 of the EMD service center 1 waits until the pro- 
cedure confirmation processing started in step S471 is 
completed. Upon completion, the user management 
block 18 determines in step S476 on the basis of the 
result of the procedure confirmation processing whether 
the receiver 301 can be officially registered into the 
EMD system as a settlement user. 
[0289] If. in step S476, the receiver 301 is found 
that it can be officially registered, then the user manage- 
ment block 18 reads in step S477 the settlement ID (set 
to "Settlement ID" corresponding to the ID of the SAM 
62) of user A, sets the settlement ID to "Settlement ID" 
corresponding to the ID of the SAM 311 as shown in 
FIG. 72, and sends the settlement ID to the receiver 301 
along with the delivery keys Kd for 3 months generated 
by the key server 14 and the information indicative of 
the upper limit amount for official registration. The 
receiver 201 receives them (refer to step S466 of FIG. 
66). It should be noted that, before the information is 
sent from the EMD service center 1 to the receiver 201 . 
cross-authentication is executed between the receiver 
201 and the EMD service center 1 to share temporary 
key Ktemp. The official registration information to be 
sent to the receiver 201 is encrypted by this temporary 
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keyKtemp. 

[0290] If, in step S472, the usage start signal is 
found not received, then the user management block 18 
determines in step S478 whether the procedure confir- 
mation processing has been completed. If the proce- 
dure confirmation processing is found not completed, 
the system returns to step S472 to repeat the process- 
ing mentioned above. 

[0291] If, in step S478, the procedure confirmation 
processing is found completed, namely, completed 
before the usage start signal is received or completed in 
step S473, namely, completed before the provisional 
registration information is sent to the receiver 201 , then 
the system proceeds to step S479. 
[0292] In step S479, the user management block 1 8 
assigns the ID, password and settlement ID of user A, 
set them to "Settlement User Information" correspond- 
ing to the ID of the SAM 212, and sends them to the 
receiver 201 along with the delivery keys Kd for 3 
months and the information indicative of the upper limit 
amount for official registration. It should be noted that, 
for the processing described with reference to the flow- 
chart of FIG. 66, the credit granting processing has 
been completed after sending of the provisional regis- 
tration information to the receiver 201 . 
[0293] If. in step S476. it was determined that the 
receiver 301 cannot be officially registered, this registra- 
tion processing ends. It should be noted that, if this hap- 
pens, in step S474, the ID, password, and user general 
information of user A set to the system registration infor- 
mation are deleted. 

[0294] Thus, the receiver 301 is registered with 
user A who is the settlement user of the receiver 201 as 
the settlement user. In this case, instead of the credit 
granting processing (taking about 2 weeks), the proce- 
dure confirmation processing (taking about several 
days) is performed on user A. Namely, the receiver 301 
can be registered (or officially registered) in the EMD 
system in a relatively brief period of time. 
[0295] The following describes the processing pro- 
cedure of the receiver 201 in which user 6 is registered 
as a subordinate user of the receiver 201 (of which set- 
tlement user being user A) with reference to the flow- 
chart shown in FIG. 73. 

[0296] In step S491, user B performs an operation 
on the receiver 201 for sending the user generation 
information (name, address, telephone number, birth- 
day, age, and gender) of user B to the EMD service 
center 1 along with a usage start signal indicative that 
usage of content starts in the receiver 201 . Then, cross- 
authentication is executed between the cross-authenti- 
cation module 221 (refer to FIG. 35) of the receiver 201 
and the cross-authentication block 1 7 (refer to FIG. 3) of 
the EMD service center 1 . When the cross-authentica- 
tion has been completed, the user general information 
and the usage start signal (the ID of the SAM 212 of the 
receiver 201 is set as the usage start request source) 
are sent to the EMD service center 1 through the com- 



munication block 211 of the receiver 201 . 
[0297] Next, in step S492, the SAM 212 of the 
receiver 201 receives the ID, password, and user gen- 
eral information of user B sent from the EMD service 
5 center 1, set them to the reference information 201 as 
shown in FIG. 74, and stores it into the storage module 
223. 

[0298] The following describes the processing pro- 
cedure of the EMD service center 1 for executing the 

10 above-mentioned processing of registering user B as a 
subordinate user of the receiver 201 with reference to 
the flowchart shown in FIG. 75. 
[0299] In step S501 , the user management block 18 
of the EMD service center 1 receives the usage start 

is signal (refer to step S491 of FIG. 73) accompanied by 
the user general information of user B supplied from the 
receiver 201 . 

[0300] Next, in step S502, the user management 
block 18 determines whether the information attached 

20 to the usage start signal includes the information equiv- 
alent to user ID. In the present example, only the user 
general information of user B is attached to the usage 
start signal, so that the information equivalent to user ID 
is determined not included, and then the processing 

25 proceeds to step S503. 

[0301] In step S503. the user management block 18 
assigns the ID and password of user B, sets them to 
"Subordinate User Information" corresponding to the ID 
of the SAM 212 of the receiver 201 of the system regis- 

30 tration information as shown in FIG. 76 along with the 
user general information of user B attached to the 
usage start signal, and stores these items of informa- 
tion. In step S504, the user management block 18 
sends the information stored in step S503 to the 

35 receiver 201. the request source of usage start. The 
receiver 201 receives the information (refer to step 
S492 of FIG. 73). 

[0302] The processing of steps 505 and 506 will be 
described later. 

40 [0303] The following describes the processing pro- 
cedure of the receiver 201 and the receiver 301 in which 
user B (the subordinate user of the receiver 201) is reg- 
istered as a subordinate user of the receiver 301 with 
reference to the flowchart shown in FIG. 77. 

45 [0304] In step S51 1 , user B performs an operation 
on the receiver 201 for sending the usage start signal 
indicative of the receiver 301 as the usage start request 
source to the EMD service center 1 along with the ID 
(assigned in step S492 of FIG. 73) of user B. Then, 

so cross-authentication is executed between the cross- 
authentication module 221 (refer to FIG. 35) of the 
receiver 201 and the cross-authentication block 17 
(refer to FIG. 3) of the EMD service center 1 . When the 
cross-authentication has been completed, the usage 

55 start signal (having the ID of the SAM 311 of the 
receiver 301 as the usage start request source) accom- 
panied with the ID of user B is sent to the EMD service 
center 1 through the communication block 211 of the 
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receiver 201. 

[0305] Next, in step S512 r the receiver 201 receives 
the user general information, ID, and password of user 
B from the EMD service center 1 . The specific process- 
ing here is generally the same as that of step S463 of s 
FIG. 66 and therefore its description will be skipped. 
[0306] In step S513, the receiver 201 sends the 
information supplied from the EMD service center 1 to 
the receiver 301. The specific processing here is gener- 
ally the same as that of step S464 of FIG. 66 and there- 
fore its description will be skipped. Next, in step S514, 
the receiver 301 receives and stores the information 
supplied from the receiver 201 . The specific processing 
here is generally the same as that of step S465 of FIG. 
66 and therefore its description will be skipped. Thus, 
the storage module 323 of the receiver 301 stores the 
reference information 301 with the user general infor- 
mation, ID, and password of user B set to "Subordinate 
User Information" as shown in FIG. 78. 
[0307] The following describes the processing pro- 
cedure of the EMD service center 1 for executing the 
above-mentioned processing of registering user B as 
the subordinate user of the receiver 301 with reference 
to the flowchart shown in FIG. 75 again. 
[0308] In step S501. when the user management 
block 18 receives the usage start signal (the usage start 
request source being the receiver 301 as shown in step 
S51 1 of FIG. 77) accompanied by the ID of user B from 
the receiver 201 , the user management block 18 deter- 
mines in step S502 that the information (the ID of user 30 
B) equivalent to user ID is included in this signal. The 
processing then proceeds to step S505. 
[0309] In step S505, the user management block 18 
determines whether the received ID of user B in step 
S501 is set to the system registration information (refer 35 
to FIG. 76). If the ID is found set, the user management 
block 18 reads the description from "Subordinate User 
Information" corresponding to the ID of the SAM (in this 
case, the description of "Subordinate User Information" 
corresponding to the ID of the SAM 21 2 of the receiver 40 
201 ). sets the description to "Subordinate User Informa- 
tion" corresponding to the ID of the SAM 31 1 of the 
receiver 301 . which is source of usage start request as 
shown in FIG. 79, and sends it to the receiver 201 in 
step S506. The receiver 201 receives it (refer to step 4s 
S513 of FIG. 77) ; If the ID of user B is found not set to 
the system registration information, this registration 
processing ends. 

[0310] Thus, if user B has acquired the ID of his or 
her own, user B is registered as the subordinate user of so 
the receiver 301 without being assigned with the ID and 
password of user B. 

[031 1 ] In the above examples, the ID of the SAM of 
each device is included in the usage start signal. It will 
be apparent that this ID may be sent separately in cor- 55 
respondence with the usage start signal. In the above 
examples, the user general information and user IDs 
are sent in accompaniment with the usage start signal. 



It wifl be apparent that they may be sent separately in 
correspondence with the usage start signal. 
[031 2] It should be noted that the system referred to 
herein denotes an entire apparatus composed of two or 
more devices. 

[0313] Information providing media for providing a 
computer program for executing the above-mentioned 
processing operations to the user include information 
recording media such as a magnetic disc, a CD-ROM, 
and a solid memory as well as communication media 
such as a network and a communication satellite. 
[0314] As described and according to an informa- 
tion processing apparatus recited in claim 1 appended 
hereto, an information processing method recited in 
claim 4 appended hereto, and an information providing 
medium recited in claim 5 appended hereto, after regis- 
tration application information is supplied to a manage- 
ment apparatus, a usage start signal indicative of start 
of use of information and a corresponding identification 
of the information processing apparatus are sent to this 
management apparatus. Consequently, the information 
processing apparatus can receive a key usable only for 
a first period of time for decrypting encrypted informa- 
tion before receiving a key usable only for a second 
period of time for decrypting encrypted key correspond- 
ing to the registration application information. 
[0315] As described and according to a manage- 
ment apparatus recited in claim 6 appended hereto, a 
managing method recited in claim 10 appended hereto, 
and an information providing medium recited in claim 1 1 
appended hereto, a predetermined usage start signal 
supplied from a predetermined apparatus and a corre- 
sponding identification of the predetermined apparatus 
are received by the management apparatus. Conse- 
quently, the management apparatus can receive a pre- 
determined key usable only for a first period of time for 
decrypting encrypted information before receiving a key 
usable only for a second period of time for decrypting 
encrypted key corresponding to a result of the first reg- 
istration conf irmation processing. 
[031 6] In so far as the embodiments of the invention 
described above are implemented, at least in part, 
using software-controlled data processing apparatus, it 
will be appreciated that a computer program providing 
such software control and a storage medium by which 
such a computer program is stored are envisaged as 
aspects of the present invention: 
[0317] While the preferred embodiments of the 
present invention have been descrfoed using specific 
terms, such description is for illustrative purposes only, 
and it is to be understood that changes and variations 
may be made without departing from the scope of the 
appended claims. 

Claims 

1. An information processing apparatus managed by 
a management apparatus to decrypt encrypted 
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information to use resultant decrypted information, 
comprising: 

first sending means for sending a usage start 
signal indicative of start of use of said 5 
encrypted information to said management 
apparatus after predetermined registration 
application information including an identifica- 
tion of said information processing apparatus is 
supplied to said management apparatus; 10 
second sending means for sending said identi- 
fication to said management apparatus in cor- 
respondence with said usage start signal sent 
by said first sending means; 
first storage means for receiving and storing is 
said usage start signal supplied from said man- 
agement apparatus through said first sending 
means, a predetermined key usable for 
decrypting said encrypted information only for 
a first period of time, said predetermined key 20 
corresponding to said identification supplied 
from said second sending means, and first 
upper limit information indicative of a predeter- 
mined upper limit amount of first charges; 
second storage means for receiving and stor- 2s 
ing a predetermined key usable for decrypting 
said encrypted information only for a second 
period of time, said predetermined key corre- 
sponding to said registration application infor- 
mation supplied from said management 30 
apparatus, second upper limit information 
indicative of a predetermined upper limit 
amount of second charges, and a predeter- 
mined settlement identification; 
third storage means for receiving and storing a 35 
predetermined registration condition supplied 
from said management apparatus; and 
control means for controlling an operation of 
said information processing apparatus on the 
basis of said registration condition stored in 40 
said third storage means. 

The information processing apparatus according to 
claim 1, further comprising: third sending means for 
sending user general information to said manage- 45 
ment apparatus in correspondence with said usage 
start signal supplied from said first sending means; 
wherein said first storage means further receives 
and stores a user identification supplied from said 
management apparatus. so 

The information processing apparatus according to 
claim 2, further comprising: fourth sending means 
for sending a user identification to said manage- 
ment apparatus in correspondence with said usage ss 
start signal supplied from said first sending means. 

An information processing method for an informa- 



tion processing apparatus managed by a manage- 
ment apparatus to decrypt encrypted information to 
use resultant decrypted information, said method 
comprising: 

a first sending step of sending a usage start 
signal indicative of start of use of said 
encrypted information to said management 
apparatus after predetermined registration 
application information including an identifica- 
tion of said information processing apparatus is 
supplied to said management apparatus; 
a second sending step of sending said identifi- 
cation to said management apparatus in corre- 
spondence with said usage start signal sent in 
the first sending step; 

a first storage step of receiving and storing said 
usage start signal supplied from said manage- 
ment apparatus in the first sending step, a pre- 
determined key usable for decrypting said 
encrypted information only for a first period of 
time, said predetermined key corresponding to 
said identification supplied in the second send- 
ing step, and first upper limit information indic- 
ative of a predetermined upper limit amount of 
first charges; 

a second storage step of receiving and storing 
a predetermined key usable for decrypting said ' 
encrypted information only for a second period; 
of time, said predetermined key corresponding 
to said registration application information sup- 
plied from said management apparatus, sec- 
ond upper limit information indicative of a 
predetermined upper limit amount of second 
charges, and a predetermined settlement iden- 
tification; 

a third storage step of receiving and storing a 
predetermined registration condition supplied 
from said management apparatus; and 
a control step of controlling an operation of said 
information processing apparatus on the basis 
of said registration condition stored in the third 
storage step. 

5. An information providing medium for providing a 
computer program for making an information 
processing apparatus managed by a management 
apparatus to decrypt encrypted information to use 
resultant decrypted information execute process- 
ing, said processing comprising: 

a first sending step of sending a usage start 
signal indicative of start of use of said 
encrypted information to said management 
apparatus after predetermined registration 
application information inclucfing an identifica- 
tion of said information processing apparatus is 
supplied to said management apparatus; 
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a second sending step of sending said identifi- 
cation to said management apparatus in corre- 
spondence with said usage start signal sent in 
the first sending step; 

a first storage step of receiving and storing said s 
usage start signal supplied from said manage- 
ment apparatus in the first sending step, a pre- 
determined key usable for decrypting said 
encrypted information only for a first period of 
time, said predetermined key corresponding to 10 
said identification supplied in the second send- 
ing step, and first upper limit information indic- 
ative of a predetermined upper limit amount of 
first charges; 

a second storage step of receiving and storing is 
a predetermined key usable for decrypting said 
encrypted information only for a second period 
of time, said predetermined key corresponding 
to said registration application information sup- 
plied from said management apparatus, sec- 20 
ond upper limit information indicative of a 
predetermined upper limit amount of second 
charges, and a predetermined settlement iden- 
tification; 

a third storage step of receiving and storing a 25 
predetermined registration condition supplied 
from said management apparatus; and 
a control step of controlling an operation of said 
information processing apparatus on the basis 7. 
of said registration condition stored in the third 30 
storage step. 

6. A management apparatus for managing a predeter- 
mined apparatus that decrypts encrypted informa- 
tion to use resultant decrypted information, said 35 
management apparatus comprising: 

first execution means for executing first regis- 
tration conf irmation processing on the basis of 
predetermined user general information sup- 40 
plied in correspondence with an identification 
of said predetermined apparatus; 8. 
first receiving means for receiving a predeter- 
mined usage start signal supplied from said 
predetermined apparatus; 45 
second receiving means for receiving said 
identification of said predetermined apparatus 
supplied therefrom in correspondence with 
said usage start signal received by said first 
receiving means; so 
first sending means for sending a predeter- 
mined key usable only for a first period of time 
for decrypting said encrypted information, and 
first upper limit information indicative of an 
upper limit amount of first charges to said pre- ss 
determined apparatus after said first receiving 
means receives said usage start signal and 9. 
said second receiving means receives said 



identffication of said predetermined apparatus; 
first assignment means for assigning a prede- 
termined settlement identification according to 
a result of said first registration confirmation 
processing executed by said first execution 
means; 

registration means for registering, in corre- 
spondence to said result of said first registra- 
tion confirmation processing executed by said 
first execution means, said settlement identifi- 
cation assigned by said first assignment means 
in correspondence with said identification of 
said predetermined apparatus received by said 
second receiving means; 
second sending means for sending said regis- 
tered settlement identification registered by 
said registration means, a predetermined key 
usable only for a second period of time for 
decrypting said encrypted information, and 
second ipper limit information indicative of a 
predetermined upper limit amount of second 
charges to said predetermined apparatus; and 
third sending means for generating and send- 
ing a registration condition of said predeter- 
mined apparatus on the basis of a result of said 
first registration confirmation processing exe- 
cuted by said first execution means. 

The management apparatus according to claim 6, 
further comprising: second execution means for 
executing second registration confirmation 
processing when said settlement identification is 
supplied; wherein said second sending means 
sends said predetermined key usable only for said 
second period of time for decrypting said encrypted 
information and said second upper limit information 
to said predetermined apparatus in correspond- 
ence with a result of said second registration confir- 
mation processing executed by said second 
execution means. 

The management apparatus according to claim 6, 
further comprising: in correspondence with said 
usage start signal, third receiving means for receiv- 
ing user generation information supplied from said 
predetermined apparatus; and second assignment 
means for assigning a user identification; wherein 
said registration means registers said user identifi- 
cation assigned by said second assignment means 
and said user general information in correspond- 
ence with said identification of said predetermined 
apparatus received by said second receiving 
means and said first sending means sends said 
user identification registered by said registration 
means to said predetermined apparatus. 

The management apparatus according to claim 8, 
further comprising: fourth receiving means for 
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receiving said user identification supplied from said 
predetermined apparatus in correspondence with 
said usage start signal; and confirmation means for 
confirming whether said user identification received 
by said fourth receiving means has been registered 5 
by said registration means; wherein said registra- 
tion means, in corresponding to a result of confir- 
mation by said confirmation means, registers said 
user identification received by said fourth receiving 
means and said user general information registered 10 
in correspondence with said user identification, in 
correspondence with said identification of said pre- 
determined apparatus received by said second 
receiving means. 

15 

10. A managing method for a management apparatus 
for managing a predetermined apparatus that 
decrypts encrypted information to use resultant 
decrypted information, said managing method 
comprising: 20 



only for a second period of time for decrypting 
said encrypted information, and second upper 
limit information indicative of a predetermined 
upper limit amount of second charges to said 
predetermined apparatus; and 
a third sending step of generating and sending 
a registration condition of said predetermined 
apparatus on the basis of a result of said first 
registration confirmation processing executed 
in the first execution step. 

11. An information providing medium for providing a 
computer program for making a management appa- 
ratus for managing a predetermined apparatus for 
decrypting encrypted information and using result- 
ant decrypted information execute processing, said 
processing comprising : 

a first execution step of executing first registra- 
tion confirmation processing on the basis of 
predetermined user general information sup- 
plied in correspondence with an identification 
of said predetermined apparatus; 
a first receiving step of receiving a predeter- 
mined usage start signal supplied from said 
predetermined apparatus; 
a second receiving step of receiving said iden- 
tification of said predetermined apparatus sup- 
plied therefrom in correspondence with said 
usage start signal received in the first receiving 
step; 

a first sending step of sending a predetermined 
key usable only for a first period of time for 
decrypting said encrypted information, and first 
upper limit information indicative of an upper 
limit amount of first charges to said predeter- 
mined apparatus after in the first receiving step 
said usage start signal is received, and in the 
second receiving step said identification of said 
predetermined apparatus is received; 
a first assignment step of assigning a predeter- 
mined settlement identification according to a 
result of said first registration confirmation 
processing executed in the first execution step; 
a registration step of registering, in correspond- 
ence to said result of said first registration con- 
firmation processing executed in the first 
execution step, said settlement identification 
assigned in the first assignment step in corre- 
spondence with said identification of said pre- 
determined apparatus received in the second 
receiving step; 

a second sending step of sending said regis- 
tered settlement identification registered in said 
registration step, a predetermined key usable 
only for a second period of time for decrypting 
said encrypted information, and second upper 
limit information indicative of a predetermined 



a first execution step of executing first registra- 
tion confirmation processing on the basis of 
predetermined user general information sup- 
plied in correspondence with an identification 25 
of said predetermined apparatus; 
a first receiving step of receiving a predeter- 
mined usage start signal supplied from said 
predetermined apparatus; 

a second receiving step of receiving said iden- 30 
tif ication of said predetermined apparatus sup- 
plied therefrom in correspondence with said 
usage start signal received in the first receiving 
step; 

a first sending step of sending a predetermined 35 
key usable only for a first period of time for 
decrypting said encrypted information, and first 
upper limit information indicative of an upper 
limit amount of first charges to said predeter- 
mined apparatus after in the first receiving step 40 
said usage start signal is received, and in the 
second receiving step said identification of said 
predetermined apparatus is received; 
a first assignment step of assigning a predeter- 
mined settlement identification according to a 45 
result of said first registration confirmation 
processing executed in the first execution step; 
a registration step of registering, in correspond- 
ence to said result of said first registration con- 
firmation processing executed in the first so 
execution step, said settlement identification 
assigned in the first assignment step in corre- 
spondence with said identification of said pre- 
determined apparatus received in the second 
receiving step; 55 
a second sending step of sending said regis- 
tered settlement identification registered in said 
registration step, a predetermined key usable 
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upper limit amount of second charges to said 
predetermined apparatus; and 
a third sending step of generating and sending 
a registration condition of said predetermined 
apparatus on the basis of a result of said first 
registration confirmation processing executed 
in the first execution step. 
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